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IMAGE FORMING APPARATUS, DRIVING
METHOD THEREOF, AND
COMPUTER-READABLE RECORDING
MEDIUM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority under 35 U.S.C. §119 from
Korean Patent Application No. 2012-0102953, filed in the
Korean Intellectual Property Office on Sep. 17, 2012, the
content of which is incorporated herein by reference in its
entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present general inventive concept relates to an image
forming apparatus, a driving method thereof, and a computer-
readable recording medium, and more particularly, to an
image forming apparatus which may reduce power consump-
tion, a driving method thereof, and a computer-readable
recording medium.

2. Description of the Related Art

Animage forming apparatus performs image forming jobs,
such as generating, printing, receiving, and transmitting
image data, and examples of an image forming apparatus
include a printer, a scanner, a copy machine, a fax machine,
and a Multi-Function Peripheral (MFP) which performs the
above functions in a single device.

Recently, security has become important in our society and
thus, an image forming apparatus is supporting security-re-
lated functions. Accordingly, if a printing command is
received from an external apparatus, an image forming appa-
ratus performs authentication for the apparatus or auser of the
apparatus.

A conventional image forming apparatus cannot perform
such an authentication operation in a power saving mode.
Specifically, a recent image forming apparatus has a separate
auxiliary CPU which operates with low power in order to
reduce power consumption, and if a response to a state request
or a printing command is input from an external apparatus,
the auxiliary CPU merely performs the function of waking up
a main CPU. Accordingly, if a printing command is received
in a power saving mode, the auxiliary CPU wakes up the main
CPU, and the main CPU performs the authentication opera-
tion.

As such, the conventional image forming apparatus cannot
perform the authentication operation in the power saving
mode, and thus even in the case where a printing operation is
not performed as a printing command is received from a user
or an apparatus which is not authenticated, the image forming
apparatus is woken up, consuming power unnecessarily.

A recent image forming apparatus has become highly
sophisticated and comprises a plurality of non-volatile
memories, but the conventional image forming apparatus
manages power states of a plurality of non-volatile memories.
Accordingly, even when a simple printing operation (specifi-
cally, an operation which can be performed without driving
all of the non-volatile memories) is performed, all of the
memories are operated, causing unnecessary power con-
sumption.

SUMMARY OF THE INVENTION

The present general inventive concept provides an image
forming apparatus which is capable of performing an authen-
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2

tication operation while maintaining a power saving state, a
driving method thereof, and a computer-readable recording
medium.

The present general inventive concept also provides an
image forming apparatus which is capable of controlling an
operation state of each of a plurality of non-volatile memo-
ries, a driving method thereof, and a computer-readable
recording medium.

Additional features and utilities of the present general
inventive concept will be set forth in part in the description
which follows and, in part, will be obvious from the descrip-
tion, or may be learned by practice of the general inventive
concept

The foregoing and/or other features and utilities of the
present general inventive concept may be achieved by pro-
viding an image forming apparatus having a plurality of
operation modes, the image forming apparatus including a
communication interface unit to communicate with an exter-
nal apparatus, a controller to receive a job performance com-
mand from the external apparatus when an operation mode of
the image forming apparatus is a power saving mode and to
perform authentication of the external apparatus while main-
taining the power saving mode, and a function unit to convert
an operation mode of the image forming apparatus according
to the authentication result and to perform a function corre-
sponding to the job performance command.

The controller may include a main CPU which controls the
function unit in a normal mode and an auxiliary CPU which,
if a job performance command is received from an external
apparatus in a power saving mode, performs authentication of
the external apparatus.

If an operation mode is a power saving mode, the auxiliary
CPU may convert an operation mode of the image forming
apparatus from a power saving mode to a normal mode
according to the authentication result.

The auxiliary CPU may perform authentication by com-
paring address information of an external apparatus which
has transmitted the job performance command with pre-
stored address information of an apparatus.

The address information may be at least one of an IP
address and a MAC address of an apparatus.

The auxiliary CPU may determine whether a function cor-
responding to the job performance command is executable
based on the authentication result, and convert an operation
mode of the image forming apparatus from a power saving
mode to a normal mode according to the determination result.

The auxiliary CPU may control the communication inter-
face unit to notify an external apparatus which has transmitted
the job performance command of the authentication result
and the determination result.

The apparatus may further include a first memory which
operates during a normal mode and operates in a self-refresh
mode or in a power cut-oft mode during a power saving mode
and a second memory which stores job data corresponding to
the job performance request during a power saving mode, and
the auxiliary CPU may delete job data stored in the second
memory if a job performance command is received from an
unauthenticated external apparatus based on the authentica-
tion result.

The apparatus may further include a first memory which
includes a plurality of memory modules, and the main CPU
may perform a control operation of the function unit using
only a part of memory modules from among a plurality of
memory modules according to the job performance request.

The main CPU may control the first memory to operate a
memory module which is not used during a control operation
in a self-refresh mode or in a power cut-off mode.
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The apparatus may further include a state analyzing unit
which analyzes a state of the function unit periodically during
a normal mode and stores state information of the function
unit, and the controller may determine a time to convert an
operation mode of the image forming apparatus using state
information stored in the state analyzing unit.

The foregoing and/or other features and utilities of the
present general inventive concept may also be achieved by
providing an driving control method of an image forming
apparatus having a plurality of operation modes, the method
including receiving a job performance command from an
external apparatus in a power saving mode, performing
authentication of the external apparatus while maintaining
the power saving mode, and if it is determined that a job
performance command is input from an unauthenticated
external apparatus based on the authentication result, main-
taining an operation mode of the image forming apparatus as
a power saving mode.

The method further includes, if it is determined that a job
performance command is input from an authenticated exter-
nal apparatus based on the authentication result, converting
an operation mode of the image forming apparatus to a nor-
mal mode and performing a function corresponding to the job
performance command.

The performing authentication may include performing
authentication by comparing address information of an exter-
nal apparatus which has transmitted the job performance
command with pre-stored address information of an appara-
tus.

The address information may be at least one of an IP
address and a MAC address of an apparatus.

The performing authentication may include performing
authentication by requesting an external apparatus which has
transmitted the job performance command to transmit user
information and comparing user information received in
response to the request with pre-stored user information.

The foregoing and/or other features and utilities of the
present general inventive concept may also be achieved by
providing an computer-readable recording medium including
a program to execute a driving control method of an image
forming apparatus, the method including receiving a job per-
formance command from an external apparatus in a power
saving mode, performing authentication of the external appa-
ratus while maintaining the power saving mode, and if it is
determined that a job performance command is input from an
unauthenticated external apparatus based on the authentica-
tionresult, maintaining an operation mode of the image form-
ing apparatus as a power saving mode.

The foregoing and/or other features and utilities of the
present general inventive concept may also be achieved by
providing an image forming apparatus having a plurality of
operation modes, including a function unit having electrical
and mechanical components to perform an image forming
function, and a controller to receive a job performance com-
mand from an external apparatus in a power save mode, to
maintain the power saving mode until authentication is per-
formed on at least one of the external apparatus or a user of the
external apparatus, and to change the operation mode of the
function unit to perform the image forming function corre-
sponding to the job performance command according to the
authentication result.

The function unit may be in the power saving mode during
the authentication.

The authentication may include a first authentication to be
performed on the external apparatus and a second authenti-
cation to be performed on user information of the user.
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The controller may maintain the power saving mode until
the first authentication and the second authentication are per-
formed.

The controller may communicate with an external server
other than the external apparatus to perform at least one of the
first authentication and the second authentication.

One of the first authentication and the second authentica-
tion may be performed prior to the other on according to a
priority.

The authentication may be performed on the external appa-
ratus prior to the authentication on the user of the external
apparatus.

The controller may include a plurality of processors, the
processors may be in the power saving mode when the job
performance command is received, and the processors may
be maintained in the power saving mode during the authen-
tication.

BRIEF DESCRIPTION OF THE DRAWINGS

These and/or other features and utilities of the present
general inventive concept will become apparent and more
readily appreciated from the following description of the
embodiments, taken in conjunction with the accompanying
drawings of which:

FIG. 1 is a view illustrating an image forming system
according to an exemplary embodiment of the present general
inventive concept;

FIG. 2 is a block diagram briefly illustrating an image
forming apparatus according to an exemplary embodiment of
the present general inventive concept;

FIG. 3 is a block diagram illustrating an image forming
apparatus according to an exemplary embodiment of the
present general inventive concept;

FIG. 4 is a block diagram illustrating an image forming
apparatus according to an exemplary embodiment of the
present general inventive concept;

FIG. 5 is a block diagram illustrating configuration of a
second CPU of the image forming apparatus of FIG. 4;

FIG. 6 is a flowchart illustrating a driving control method
according to an exemplary embodiment of the present general
inventive concept;

FIG. 7 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept;

FIG. 8 is a sequence view illustrating a driving control
method when authentication is failed according to an exem-
plary embodiment of the present general inventive concept;

FIG. 9 is a view illustrating a user interface window which
can be displayed on a host apparatus;

FIG. 10 is a sequence view illustrating a driving control
method when authentication is failed according to an exem-
plary embodiment of the present general inventive concept;

FIG. 11 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept;

FIG. 12 is a view illustrating an example of a user interface
window which can be displayed on a host apparatus;

FIG. 13 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept;

FIG. 14 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept;

FIG. 15 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept;
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FIG. 16 is a flowchart illustrating a driving control method
according to an exemplary embodiment of the present general
inventive concept;

FIG. 17 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept;

FIG. 18 is a view illustrating an example of a user interface
window which can be displayed on a host apparatus;

FIG. 19 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept;

FIG. 20 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept;

FIGS. 21 to 24 are views illustrating examples of address
information pre-stored in an image forming apparatus
according an exemplary embodiment of the present general
inventive concept;

FIGS. 25 and 26 are views illustrating examples of user
information pre-stored in an image forming apparatus
according to an exemplary embodiment of the present general
inventive concept;

FIG. 27 is a view illustrating configuration of a first
memory of an image forming apparatus according to an
exemplary embodiment of the present general inventive con-
cept;

FIG. 28 is a flowchart illustrating a driving control method
according to an exemplary embodiment of the present general
inventive concept;

FIG. 29 is a flowchart illustrating a driving control method
according to an exemplary embodiment of the present general
inventive concept; and

FIG. 30 is a flowchart illustrating a driving control method
according to an exemplary embodiment of the present general
inventive concept.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Reference will now be made in detail to the embodiments
of the present general inventive concept, examples of which
are illustrated in the accompanying drawings, wherein like
reference numerals refer to the like elements throughout. The
embodiments are described below in order to explain the
present general inventive concept by referring to the figures.

FIG. 1 is a view illustrating an image forming system
according to an exemplary embodiment of the present general
inventive concept.

Referring to FIG. 1, the image forming system includes an
image forming apparatus 100, a printing control terminal
apparatus 10 (10-1, 10-2, 10-4, 10-4), and a management
server 20.

The printing control terminal apparatus 10 may transmit a
job performance command to the image forming apparatus
100. Herein, the printing control terminal apparatus 10 may
be a PC, a notebook PC, a mobile phone, a smart phone, a
PMP, an MP3, and so on.

Specifically, when receiving a printing command from a
user, the printing control terminal apparatus 10 may generate
aprinting job to perform a printing operation and transmit the
printing job generated according to the printing performance
command to the image forming apparatus 100. More specifi-
cally, the printing control terminal apparatus 10 may convert
a document file written by a user to printing data which can be
recognized by an image forming apparatus (for example, the
image forming apparatus) and transmit the converted printing
data to the image forming apparatus 100. Such a conversion
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process may be performed by a printer driver within the
printing control terminal apparatus 10.

If the image forming apparatus 100 is capable of perform-
ing fax transmission, the printing control terminal apparatus
10 may generate fax data for the fax transmission and transmit
the generated fax data as a job performance command.

If the image forming apparatus 100 is capable of perform-
ing a scanning operation, the printing control terminal appa-
ratus 10 may receive scanning data generated by the image
forming apparatus 100.

In addition, the printing control terminal apparatus 10 may
transmit user information to the image forming apparatus 100
in response to a user information request. Specifically, if a
user information request is received from the image forming
apparatus 100, the printing control terminal apparatus 10 may
display a user interface window to receive user information
from a user. Herein, the user information refers to information
to identify a user who requests job performance and may
include a user name, an employee number, an identification
(ID), a password, a user mobile phone number, and so on.

If the user information is input through the displayed user
interface window, the printing control terminal apparatus 10
may transmit the input user information to the image forming
apparatus 100. The user interface window which can be gen-
erated by the printing control terminal apparatus 10 and dis-
played on a display unit of the printing control terminal appa-
ratus 10 will be explained later with reference to FIGS. 9, 12
and 18.

Meanwhile, the user interface window which can be dis-
played on the printing control terminal apparatus 10 may be a
user interface window provided by a printer driver of the
printing control terminal apparatus 10, and may be a user
interface window provided by the image forming apparatus
100.

In the above exemplary embodiment, user information
may be received from a user after a job performance com-
mand is transmitted. However, the present general inventive
concept is not limited thereto. The user information may be
received and stored in advance. For example, the user infor-
mation may be input in advance during a log-on stage in a
process of booting the printing control terminal apparatus 10
or during a log-on stage for network connection. In this case,
the printing control terminal apparatus 10 may transmit the
user information together with a job performance command.

The management server 20 stores user account informa-
tion. Specifically, the management server 20 may perform
user authentication using the stored user account information
and received user information in response to an authentica-
tion request from the image forming apparatus 100 and trans-
mit an authentication result to the image forming apparatus
100. The management server 20 which is connected to the
image forming apparatus 100 is a solution server which may
manage a function of the connected image forming apparatus
100, charging and security setting. Meanwhile, in the exem-
plary embodiment, the management server 20 may manage
only the function of the connected image forming apparatus
100, charging and security setting. However, the present gen-
eral inventive concept is not limited thereto. The management
server 20 may also perform other functions than the above-
described management functions provided by a general solu-
tion server.

Inaddition, the management server 20 stores user authority
information. Specifically, the management server 20 may
store information regarding whether a user has authority for
each function of the image forming apparatus 100 corre-
sponding to a user account and/or information regarding allo-
cation for each authority. In this case, if an authentication
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request is received from the image forming apparatus 100, the
management server 20 may perform authentication of a user
and at the same time, may determine whether the authenti-
cated user is authorized to request a job.

If the image forming apparatus 100 is connected to the
printing control terminal apparatus 10, an operation may be
performed according to a request from the printing control
terminal apparatus 10. Specifically, if the image forming
apparatus 100 is in a power saving mode and a job perfor-
mance command is received from the printing control termi-
nal apparatus 10, authentication may be performed for the
printing control terminal apparatus 10 which has transmitted
the job performance command and/or a user who inputs the
job performance command.

Based on the authentication result, if it is determined that
the request is from an authenticated user or an authenticated
printing control terminal apparatus 10, the image forming
apparatus 100 may convert an operation mode from the power
saving mode to a normal mode and perform a function cor-
responding to the job performance command.

However, if it is determined that the request is from an
unauthenticated printing control terminal apparatus 10 or an
unauthenticated user, the image forming apparatus 100 does
not perform the requested job and also, does not convert an
operation mode but maintains a current mode, for example,
the power saving mode. The detailed operation and configu-
ration of the image forming apparatus 100 for the above
operation will be explained later with reference to FIGS. 2 to
5.

As such, the image forming system includes the image
forming apparatus 100 to perform authentication processing
in response to a job performance command of the printing
control terminal apparatus 10 and thus, security can be
improved. In addition, even if a job performance command is
received in a power saving mode, the image forming appara-
tus 100 does not perform a wake-up operation immediately
and instead, performs an authentication operation first.
Accordingly, an unnecessary wake-up operation may be pre-
vented regarding an operation request from an unauthenti-
cated user or an authenticated apparatus, preventing unnec-
essary power consumption of the system as well.

Meanwhile, in the above description regarding FIG. 1, four
printing control terminal apparatuses 10-1, 10-2, 10-3, 10-4,
one management server 20, and one image forming apparatus
100 are connected to each other. However, the present general
inventive concept is not limited thereto. It is possible that
more than four printing control terminal apparatuses may be
connected to an image forming apparatus, and a plurality of
image forming apparatuses may be connected to one or more
printing control terminal apparatuses. In addition, the man-
agement server 20 may not be included depending on a sys-
tem environment. In this case, the image forming apparatus
100 and/or the printing control terminal apparatus 10 may
include the function of the management server 20.

In addition, each apparatus may be connected to each other
not only directly but also indirectly through a router and
another management server depending on exemplary
embodiments. In the above exemplary embodiment, each
apparatus is connected to each other via cable, but each appa-
ratus may be connected wirelessly.

Further, in the above exemplary embodiment, the printing
control terminal apparatus 10 converts a document file to
printing data and provides the printing data to the image
forming apparatus 100. However, the present general inven-
tive concept is not limited thereto. It is possible that if the
image forming apparatus 100 does not support direct-print-
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ing, the document file may be transmitted directly to the
image forming apparatus 100 without conversion.

FIG. 2 is a block diagram illustrating the image forming
apparatus 100 of FIG. 1 according to an exemplary embodi-
ment of the present general inventive concept.

Referring to FIG. 2, the image forming apparatus 100
includes a communication unit 110, a function unit 120 and a
controller 200.

Herein, the image forming apparatus 100 may be a copy
machine, a printer, a fax machine, and a Multi-Function
Peripheral (MFP) which performs the above functions in a
single device. The image forming apparatus 100 may include
a plurality of operation modes. Herein, the operation modes
include a normal mode where all power is supplied such that
anoperation is performed normally, and a power saving mode
which is a stand-by state.

The communication interface unit 110 is formed to connect
the image forming apparatus 100 to an external apparatus,
and may be connected not only through a Local Area Network
(LAN) and an Internet network but also through a Universal
Serial Bus (USB) port and a wireless port. Herein, the exter-
nal apparatus may be the printing control terminal apparatus
10 of a Personal Computer (PC) as described above.

The communication interface unit 110 may receive a state
request signal from an external apparatus, and transmit infor-
mation regarding the state of the image forming apparatus to
the external apparatus which has sent the state request signal
in response to the state request signal. For example, a printer
driver of the printing control terminal apparatus 10 may com-
prise a smart panel.

Herein, the smart panel refers to a panel to display a state of
an image forming apparatus in a printing control terminal
apparatus (or in a host apparatus) and to periodically identify
the state of the image forming apparatus through a USB
communication method or a LAN communication method
and displays the state. Accordingly, a user may identify a
printing state, paper state, toner state, power on/off state, etc.
of the image forming apparatus 100 in a printing control
terminal apparatus through the smart panel.

The communication interface unit 110 may receive a job
performance command from an external apparatus for
example, the printing control terminal apparatus 10, and may
receive data related to the job performance (for example,
printing data). Meanwhile, in the above exemplary embodi-
ment, an operation of receiving a job performance command
may be performed separately from an operation of receiving
printing data. However, the present general inventive concept
is not limited thereto. It is possible that a job performance
command and printing data may be received simultaneously,
and the operation of receiving printing data may be regarded
as an operation of receiving a job performance command.

Herein, the printing data may be data of printing language
such as Postscript (PS), Printer Control Language (PCL) and
etc., and if direct-printing is supported by the image forming
apparatus 100, may be PDF, XPS, BMP, JPG, and etc.

In addition, the communication interface unit 110 may
transmit a job performance result to an external apparatus, for
example, the printing control terminal apparatus 10. For
example, if a job requested from the external apparatus is a
scanning job, the communication interface unit 110 may
transmit a scanning result of the scanning job to the external
apparatus which has requested the scanning job. If a job
requested from an external apparatus is a printing job, the
communication interface unit 110 may inform the corre-
sponding external apparatus that the printing job has been
completed upon completion of the printing job.
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In addition, the communication interface unit 110 may
recognize address information of an external apparatus, for
example, the printing control terminal apparatus 10. Specifi-
cally, the communication interface unit 110 may recognize an
1P address and/or a MAC address of the external apparatus
which has transmitted a job performance command. More
specifically, the communication interface unit 110 may rec-
ognize an [P address and/or a MAC address of the external
apparatus using a job performance command of a packet (a
packet transmitting a job performance command or printing
data) transmitted from the external apparatus or sender infor-
mation of the packet to transmit a job performance command
or printing data thereto.

The communication interface unit 110 may request an
external apparatus, for example, the printing control terminal
apparatus 10, to transmit user information. Specifically, if
authentication is processed using user information, the com-
munication interface unit 110 may request the external appa-
ratus to transmit the user information. Herein, the user infor-
mation represents information to identify a user who has
requested job performance, and may be a user name, an
employee number, ID, a password, and so on. Meanwhile, if
the user information is received along with a job performance
command, the communication interface unit 110 may not
request an external apparatus to transmit the user information.

In response to the above request, the external apparatus
may display a user interface window to receive user informa-
tion, receive the user information through the displayed user
interface window, and transmit the received user information
to the image forming apparatus 100. Such an operation may
be performed in a printer driver of the printing control termi-
nal apparatus 10.

Meanwhile, ifa printer driver is not installed in the external
apparatus or if the external apparatus is a smart phone where
a printer driver may not be installed, the communication
interface unit 110 may provide a user interface window image
or a web page to receive user log-in information. In this case,
the image forming apparatus 100 may include a web server
(not illustrated) which provides a web page to the external
apparatus.

In addition, the communication interface unit 110 may
transmit user information to the management server 20. Spe-
cifically, if user account information is not stored in the image
forming apparatus 100, the communication interface unit 110
may transmit user information received from an external
apparatus to the management server 20 to request user
authentication.

In response to the above request, the communication inter-
face unit 110 may receive an authentication result from the
management server 20. Meanwhile, in the above exemplary
embodiment, if user account information is not stored in the
image forming apparatus 100, the management server 20 is
requested to perform user authentication. However, even if
user account information is stored in the image forming appa-
ratus 100, the management server 20 may be requested to
perform user authentication. Specifically, the user informa-
tion stored in the image forming apparatus 100 and the user
account information stored in the management server may be
different from each other, and thus the image forming appa-
ratus 100 may transmit the user information to the manage-
ment server and request the management server to perform
authentication in order to perform additional authentication
procedures.

The function unit 120 performs predetermined functions.
Specifically, the function unit 120 may be an image forming
unit which outputs printing data, and may include a fax pro-
cessing unit to perform a fax function if the image forming
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apparatus supports the fax function of transmitting and
receiving a fax. If the image forming apparatus 100 supports
a scanning function, the function unit 120 may include a scan
processing unit to perform the scanning function.

The controller 200 controls each component of the image
forming apparatus 100. Specifically, the controller 200 may
determine conversion of operation modes of the image form-
ing apparatus 100. More specifically, the controller 200 may
convert a normal mode to a power saving mode if one or more
predetermined conditions, for example, when there is no
command for a predetermined time, are satisfied. However,
the present general inventive concept is not limited thereto. It
is possible that there may be various events for the mode
conversion. In this case, the controller 200 may use a state
analyzing unit to identify whether there is an operation of the
function unit 120.

If the one or more predetermined conditions are satisfied,
the controller 200 converts a power saving mode to a normal
mode. For example, in the event of a panel key input, an
authenticated job performance request, a fax ring, and etc.,
the controller 200 may convert a power saving mode to a
normal mode.

Herein, the normal mode refers to a mode where the image
forming apparatus 100 performs a normal operation, and the
power saving mode refers to an operation mode where power
to most of the modules is cut off or minimized in order to
minimize power consumption when the system performs no
operation). In the power saving mode, power supply to a
predetermined unit, for example, a main memory (generally,
an external DRAM), may be cut off, or the main memory is
put into a self-refresh state and then, an unused internal
memory (generally, an internal SRAM) within a System on
Chip (SoC) may be used to drive programs in order to realize
a further low standby power. For example, an SRAM may use
small amount of memory, approximately 128 KB. However,
in some cases, an SDRAM may be used, and a ROM may be
used along with an SRAM or an SDRAM.

Although the exemplary embodiment illustrates that only a
normal mode and a power saving mode exist as operation
modes, the present general inventive concept is not limited
thereto. It is possible that the power saving mode may be
realized as a plurality of power saving modes. For example,
the image forming apparatus 100 may have the following four
operations of the power saving modes.

[First Power Saving Mode]

If a signal to request job performance is not input through
the communication interface unit 110 for a predetermined
first period in a normal mode, the image forming apparatus
100 may convert the normal mode to the first power saving
mode.

Herein, the first power saving mode refers to a mode in
which an operation frequency of a non-volatile memory in a
first memory 130 of FIG. 3 is lowered to a minimum operation
frequency, and an operation frequency of a central processing
unit (CPU) in the controller 200 is lowered to a first operation
frequency. For example, if the operation frequency of a vola-
tile memory is 300 MHz, a minimum operation frequency of
the volatile memory may be 133 MHz, and if the maximum
operation frequency of the CPU is 600 MHz, the first opera-
tion frequency of the CPU may be 133 MHz.

[Second Power Saving Mode]

In the first power saving mode, if an external signal to
convert the power saving mode to a normal mode (for
example, a job performance command and image data to be
received from the printing control terminal apparatus 10) is
not received for a predetermined second period, the image
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forming apparatus 100 may convert the first power saving
mode to the second power saving mode.

Herein, the second power saving mode refers to a mode in
which a program jump is performed to allow the CPU to
operate using information copied in the internal memory and
the non-volatile memory is converted from a normal opera-
tion mode to a self-refresh mode.

In this case, if an external signal to convert the second
power saving mode to the normal mode is not received in the
interface unit 110, the non-volatile memory may maintain the
self-refresh mode even if another external signal is received.

[Third Power Saving Mode]

In the second power saving mode, if an external signal to
convert the power saving mode to a normal mode is not
received for a predetermined third period, the image forming
apparatus 100 may convert the second power saving mode to
the third power saving mode.

Herein, the third power saving mode refers to a mode in
which the operation frequency of the CPU is lowered to a
minimum operation frequency, and power supply to a func-
tion unit and an operation module to perform an image form-
ing job is cut off, respectively. For example, if the first opera-
tion frequency of the CPU is 133 MHz, the minimum
operation frequency of the CPU may be 33 MHz.

When the power saving mode is converted to the third
power saving mode, the power of the function unit and the
operation module is turned off and the operation frequency of
the CPU is lowered to the minimum operation frequency, and
thus, power consumption may be further reduced in compari-
son with the second power saving mode.

Meanwhile, the operation of cutting off power provided to
the function unit may be performed in the second power
saving mode. In addition, in the third power saving mode, the
operation frequency of the communication interface unit 110
may also be changed. For example, the operation frequency
of the communication interface unit 110 may be changed
from 133 MHz to 33 MHz.

[Fourth Power Saving Mode]

In the third power saving mode, if an external signal to
convert the power saving mode to a normal mode is not
received for a predetermined fourth period, the image form-
ing apparatus 100 may convert the third power saving mode to
the fourth power saving mode.

The fourth power saving mode refers to a mode in which a
power supply to the first memory 130 is cut off. As the
non-volatile memory is turned off, power consumption may
be further reduced than in the third power saving mode.

Meanwhile, the various operation frequency and power
values in the above exemplary embodiments are only
examples, and the present general inventive concept is not
limited thereto. It is possible that they may vary depending on
characteristics of the image forming apparatus 100 and/or a
user or design preference.

In the above exemplary embodiment, there are four opera-
tions of the power saving modes, but this is only an example.
Itis possible that one or more different power saving modes in
addition to the four operations may also be applied as the
power saving modes. In this case, the characteristics and the
number of components which are operated in a plurality of
power saving modes and the operation frequency and power
values may be variable according to a design or user prefer-
ence. If the controller 200 includes a plurality of CPUs as
described below, a power saving mode in which power to a
main controller is cut off and only an auxiliary CUP is oper-
ated to be further used.

In addition, the controller 200 may control a power state of
each component of the image forming apparatus 100 accord-
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ing to a determined operation mode. Specifically, if the deter-
mined operation mode is a normal mode, the controller 200
may provide power to the function unit 120. If a determined
operation mode is a power saving mode, the controller 200
may cut off power to the function unit 120.

Ifajob performance command is received from an external
apparatus, for example, the printing control terminal appara-
tus 10, through the communication interface unit 110, the
controller 200 may perform authentication of the external
apparatus. Specifically, if a job performance command is
received in a normal mode, the controller 200 may perform
the authentication of the external apparatus while maintain-
ing the normal mode. The authentication in the normal mode
may be performed in the same way as in the power saving
mode. The authentication processing operation will be
explained later with reference to FIGS. 6 to 20 which explain
an authentication processing operation in a power saving
mode.

When the job performance command is received in the
power saving mode, the controller 200 may perform the
authentication of the external apparatus before converting the
operation mode of the image forming apparatus 100 from the
power saving mode to the normal mode. The specific authen-
tication processing method will be explained later with ref-
erence to FIGS. 6 to 20.

The controller 200 controls the function unit 120 to per-
form a corresponding to the job performance command. Spe-
cifically, the controller 200 may control the function unit 120
to perform a function corresponding to a job performance
request (or command).

In this case, if the operation mode of the image forming
apparatus 100 is a power saving mode, the controller 200 may
convert the operation mode of the image forming apparatus
100 to a normal mode, that is, may supply power to the
function unit 120 and perform initialization. Subsequently,
the controller 200 may control the function unit 120 to per-
form a function corresponding to the job performance
request. Meanwhile, in the above exemplary embodiment, the
controller 200 wakes up the function unit 120, but the opera-
tion of waking up the function unit 120 may be performed
using a hardware component (for example, a state analyzing
unit 190) which will be explained later with reference to FI1G.
5.

In this case, the controller 200 may wake up or preferen-
tially wake up only the component of the function unit 120
corresponding to the function requested from a user. The
function unit 120 may include an image forming unit, a scan-
ning unit, and a fax processing unit, and a job performance
command may be a command to use only one of the compo-
nents. Accordingly, the controller 200 may control only the
component of the function unit 120 corresponding to the job
performance command to perform the wake-up operation.
For example, if a job performance command is a printing
command, the controller 200 may supply power only to the
image forming unit and perform initialization, and may not
supply power to the scanning unit and the fax processing unit.

By the above operation, unnecessary power consumption
in the normal mode may be prevented, and a job requested
from a user may be performed in a more rapid manner since
it takes less time to initialize only the function corresponding
to the job requested from the user than initializing all com-
ponents thereof.

In addition, the function unit 120 may include an image
forming unit, a scanning unit, and a fax processing unit, and
if a job performance command is a printing command, the
controller 200 may supply power to the image forming unit,
the scanning unit, and the fax processing unit, but perform
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initialization of the image forming unit first. In this case,
initialization may not be performed on the scanning unit and
the fax processing unit. By this operation, a job requested
from a user may be performed in a more rapid manner.

As such, when receiving a job performance request in a
power saving mode, the image forming apparatus 100 accord-
ing to an exemplary embodiment performs authentication
before performing an wake-up operation, and thus an unnec-
essary wake-up operation regarding a job request from an
unauthenticated user or an unauthenticated apparatus may be
prevented, preventing unnecessary power consumption and
reducing power consumption.

In the above exemplary embodiment, when receiving a file
from an external apparatus, the image forming apparatus 100
performs the above-described authentication, but if a user
wishes to print or copy a file pre-stored in the image forming
apparatus 100, the above-described authentication operation
may be performed by a manipulation of an interface unit from
the user, using information input through the interface unit
and information stored therein.

In addition, in the above exemplary embodiment, the con-
troller 120 may include one component. However, the present
general inventive concept is not limited thereto. The control-
ler 200 may include a first central processing unit (CPU) to
support a normal mode and a second CPU to support a power
saving mode, which will be explained with reference to FIGS.
3to5.

FIG. 3 is a block diagram illustrating an image forming
apparatus 100' according to an exemplary embodiment of the
present general inventive concept.

Referring to FIG. 3, the image forming apparatus 100'
includes the communication unit 110, the function unit 120, a
first memory 130, a second memory 140, a first CPU 210, and
a second CPU 260.

The communication interface unit 110 and the function
unit 120 perform the same functions as those illustrated in
FIG. 2, and thus further explanation may not be provided
here.

The first memory 130 (or main memory) may be realized as
a non-volatile memory which is used for operations in a
normal mode. For example, the first memory 130 may be a
Dynamic RAM (DRAM), and may store a program to support
LAN communication in a normal mode (for example, a USB
driver), an application, external apparatus information, user
information, and so on.

Herein, the external apparatus information is an IP address
or a MAC address information of an external apparatus which
may use or control the image forming apparatus 100. The user
information is information regarding a user which may use or
control the image forming apparatus 100. Examples of the
external apparatus information and the user information will
be explained with reference to FIGS. 21 to 26.

The first memory 130 may store various programs neces-
sary to realize functions of the image forming apparatus 100',
various data generated in a process of performing the opera-
tions of the image forming apparatus 100", and state informa-
tion of the image forming apparatus 100".

The first memory 130 may operate normally in an opera-
tion mode with a normal power, but may not operate normally
in a power saving mode since power may be cut off, and/or an
operation frequency may be lowered than in a normal opera-
tion mode, or the first memory 130 may be put into a self-
refresh state.

Meanwhile, in the above exemplary embodiment, the first
memory 130 operates normally in an operation mode, but if
the first memory 130 includes a plurality of memory modules,
a portion of the memory modules may operate in a state like
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in a power saving mode during an operation mode, which will
be explained later with reference to FIG. 27.

The second memory 140 (or auxiliary memory) may be
used for operations in a power saving mode to be performed
using low power than in a normal mode. For example, a
program to control a power saving mode may include at least
one of a routine to determine whether a signal to a LAN
interface is input, a routine whether a signal to a USB inter-
face is input, a routine to perform an operation according to a
USB control signal or a LAN control signal, a routine to
perform authentication, a routine to convert to a normal mode
for wake-up, and a routine to perform communication with a
management server.

The second memory 140 stores a program, an application,
address information, user information, and etc. to support a
power saving mode, and may be realized as at least one of a
Static RAM (SRAM) and a Synchronous Dynamic Random
Access Memory (SDRAM). In addition, a RAMBus, DRAM,
DDR-SDRAM, and etc., may also be used.

In addition, at least one of a Read Only Memory (ROM)
and a flash memory may be used to store a code necessary to
realize a normal mode.

According to an exemplary embodiment, the second
memory 140 may be realized as an SRAM. In this case, the
SRAM may be used to copy and execute a code necessary to
realize a normal mode stored in a DRAM, a ROM, or a flash
memory. In addition, the second memory 140 may be realized
as an SRAM and may be used to execute a code necessary to
realize a power saving mode stored in a ROM or a flash
memory.

Further, the second memory 140 may be used together with
the first memory 130 in a normal mode. That is, an SRAM
which is usable as a buffer during an image processing in a
normal mode may be usable as the second memory 140 in a
power saving mode. It is possible that the power supply to the
second memory 140 may be cut off in an operation mode, or
the second memory 140 may operate using low operation
frequency than in a normal operation mode.

Hereinafter, characteristics of each memory will be
explained briefly for better understanding of the exemplary
embodiment.

SRAM may retain data while power is being supplied.
Since SRAM does not require a re-writing operation periodi-
cally, data may be retained even with only one writing. SRAM
is a small-scale memory with a fast operation speed, but is
more expensive than a DRAM. Thus, just like a cache
memory, the SRAM is used for an operation which requires a
fast speed but low capacity.

Unlike SRAM, DRAM should perform a rewriting opera-
tion periodically in order to retain data. Accordingly, DRAM
is a large-scale memory with relatively slower speed than
SRAM, and is usable as a main memory in most of systems.

SDRAM operates synchronously, that is, in line with a
system clock. The SDRAM may adapt to a speed of a system
bus up to 200 MHz, and has an effect of improving a system
speed as it operates in a dependent manner with respect to a
system clock.

The first CPU 210 (or main CPU) performs an operation
using the first memory 130 in a normal mode, and may be
inactivated if the normal mode is converted to a power saving
mode.

In addition, the first CPU 210 may determine whether it is
required to convert a normal mode to a power saving mode. If
the function unit 120 does not operate and a predetermined
time elapses after an operation is performed, the first CPU
210 may determine it is necessary to convert an operation
state of the image forming apparatus 100' to a power saving
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mode. In this case, the first CPU 210 may determine whether
the function unit 120 is in operation using the state informa-
tion of the function unit 120 stored in the state analyzing unit
190 which will be explained later.

In addition, the first CPU 210 may convert a normal mode
to a power saving mode when one or more predetermined
conditions are satisfied. The first CPU 210 may back up
current state information of the function unit 120 in the sec-
ond memory 140 and may convert a normal mode to a power
saving mode by notifying the second CPU 260 of the conver-
sion to the power saving mode. In the above exemplary
embodiment, the first CPU 210 backs up the state information
of'the function unit 120 while converting the normal mode to
the power saving mode, but such an operation may be per-
formed in a separate component (for example, the state ana-
lyzing unit in FIG. 5).

Ifajob performance command is received from an external
apparatus, the first CPU 210 may perform authentication of
the external apparatus of a user who has requested the job
performance. If a job performance command is received in a
normal mode, the first CPU 210 may perform authentication
of'the external apparatus while maintaining the normal mode.

Meanwhile, in the exemplary embodiment, the first CPU
210 performs authentication in a normal mode, but if the
second CPU 260 operates in a normal mode, authentication
may be performed in the second CPU 260 in the normal
mode. A method of performing authentication in a normal
mode may be the same as a method of performing authenti-
cation in a power saving mode, and thus further explanation
will not be provided.

The first CPU 210 controls the function unit 120 to perform
a function corresponding to the job performance command.
The first CPU 210 may control the function unit 120 to per-
form a function corresponding to the job performance request
received from the authenticated external apparatus based on
the authentication result. For example, if a ring signal is
received through a fax transmission/reception unit 114 of
FIG. 4 and a mode is converted to a normal mode under the
control of the second CPU 260, the first CPU 210 controls the
function unit 120 to print fax data transmitted through the fax
transmission/reception unit 114 and the second CPU 260.

The second CPU (or auxiliary CPU) performs an operation
using the second memory 140 in a power saving mode. If a
state request signal is input through the communication inter-
face unit 110 in a power saving mode, the second CPU 260
may perform an operation corresponding to the state request
signal using the second memory 140 while maintaining the
power saving mode. The second CPU 260 has lower
resources and lower power consumption than the first CPU
210.

In addition, if a job performance command is received
through the communication interface unit 110 in a power
saving mode, the second CPU 260 may perform authentica-
tion of the external apparatus which has transmitted the job
performance command and convert the power saving mode to
a normal mode by activating the first CPU 210 according to
the authentication result. Meanwhile, if it is determined that
the job performance command is received from an authenti-
cated external apparatus based on the authentication result,
the power saving mode may be converted to the normal mode.

In a power saving mode, the second CPU 260 may cut off
power to the first CPU 210, lower the operation frequency of
the first memory 130, maintain the self-refresh mode of the
first memory 130, and/or cut off power to the first memory
130.

In addition, the second CPU 260 may convert a power
saving mode to a normal mode if one or more predetermined

20

25

30

40

45

50

55

65

16

conditions are satisfied. For example, in the case of a printer,
a power saving mode may be converted to a normal mode if
one or more events, such as panel key input, authenticated job
performance request and fax ring, occur.

Meanwhile, as illustrated in FIG. 2, if a normal mode and
a power saving mode are controlled by a single component,
that is, a main firmware to control a normal mode and a micro
firmware to control a power saving mode are realized as a
single chip, a power saving mode may be realized by lowering
the frequency of the main controller as described above or by
configuring a gated clock when designing the main controller
to cut off a clock input to blocks (components or internal
elements) which do not operate in the power saving mode.

In this case, the micro firmware may be mounted in the
internal memory (SRAM) of the main controller. SRAM may
retain contents without refresh (for example, without recharg-
ing), and thus, has a faster response speed than Dynamic
RAM (DRAM), allowing fast conversion from a power sav-
ing mode to a normal mode.

Meanwhile, if a main controller supporting a normal mode
and a sub controller supporting a power saving mode are
provided separately as illustrated in FIG. 3, that is, a main
firmware to control a normal mode and a micro firmware to
control a power saving mode are realized as separate chips, a
method of cutting oft power to components except for the sub
controller may be used in a power saving mode.

In this case, the sub controller may check whether there is
an interruption in the communication interface unit 110 in a
power saving mode, and if an interruption occurs, process an
event regarding the corresponding interruption, and activate
the main controller according to authentication result.

In the above exemplary embodiment, only brief configu-
ration of the image forming apparatus 100" has been illus-
trated and explained, but the image forming apparatus 100'
may further comprise other components. The detailed con-
figuration of the image forming apparatus 100" will be
explained with reference to FIG. 4.

FIG. 4 is a block diagram illustrating an image forming
apparatus 100" according to an exemplary embodiment of the
present general inventive concept.

Referring to FIG. 4, the image forming apparatus 100'
includes a power supply unit 180, an operation panel unit 150,
an image processing unit 160, an image forming unit 170, the
first memory 130, the first CPU 210, a network interface (IF)
unit 111, a USB IF unit 112, a wake-up receiver 113, a fax
transmission/reception unit 114, the second memory 140, and
the second CPU 260.

As the operations of the first memory 130, the second
memory 140, the first CPU 210, and the second CPU are the
same as those in FIG. 3, further description will not be pro-
vided here.

The network IF unit 111 is a communication IF, and pro-
vides a network connector to communicate with an external
network. For example, the network IF unit 111 is connected to
an interface card through which transmitting/receiving data
via network and providing Internet function are performed.
The network IF 11 may be part of the communication inter-
face unit 110 which has been explained with reference to
FIGS. 2 and 3. That is, the communication interface unit 110
includes the network IF unit 111, and may perform the above-
described functions.

The USB IF unit 112 is an interface unit to connect a USB
device or a USB cable to the second CPU 260, and to connect
various devices, such as a USB memory, a personal computer,
and a laptop thereto. The data provided from an external
memory device through the USB IF unit 112 may be output to
a USB device module 264 of FIG. 5. The USB IF unit 112
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may be part of the communication interface unit 110 which
has been explained with reference to FIGS. 2 and 3. That is,
the communication interface unit 110 includes the USB IF
unit 111, and may perform the above-described functions in a
USB method using the USB IF unit 112.

The wake-up receiver 113 is a user interface through which
a user requests for entering into a normal mode when the
image forming apparatus 100' is in a power saving mode, and
outputs a request signal to the second CPU 260. The wake-up
receiver 113 may be realized as a physical button formed on
the image forming apparatus 100' or a sensor which receives
a signal input from a remote controller (not illustrated).

The fax transmission/reception unit 114 is a circuit to per-
form fax transmission/reception, and if a ring signal is
received, may inform the second CPU 260 that the ring signal
has been received.

The operation panel unit 150 which is a user interface
includes a plurality of function keys and a touch screen and
etc. to receive a user command from a user, and comprises a
display panel to display a state of the image forming appara-
tus 100'.

The image processing unit 160 processes printing data,
scanning data, or fax data to data in an appropriate format. For
example, in a case of printing data, the image processing unit
160 converts the printing data to bitmap data using a corre-
sponding emulator. For example, the printing data may be
input to a personal computer connected through the USB IF
unit 112, and the fax data may be input through the fax
transmission/reception unit 114.

The image processing unit 160 may be part of the function
unit 120 which was explained above with reference to FIGS.
2 and 3. That is, the function unit 120 may include the image
processing unit 160, and if printing data is received, may
convert the data using the image processing unit 160.

The image forming unit 170 forms an image from data
processed by the image processing unit 160. For example, the
image forming unit 170 may print an image scanned by the
scanning unit (not illustrated) or an image received through
the fax transmission/reception unit 114 on paper, or may print
printing data which is converted to bitmap data by the image
processing unit 160 on paper.

The image forming unit 170 may be part of the function
unit 120 which was explained above with reference to FIGS.
2 and 3. That is, the function unit 120 may include the image
forming unit 170, and if printing data is received, may per-
form a printing operation using the image forming unit 170.

The power supply unit 180 provides power to various units
of the image forming apparatus 100", for example, the func-
tion units 120, 150, 160, 170, the first CPU 210, the second
CPU 260, the first memory 130 and a plurality of communi-
cation IF units 111, 112, 113, 114 when the image forming
apparatus 100’ is in a normal mode, and cuts off power to the
function unit 120, the first CPU 210, and the first memory
130, for example, when the image forming apparatus 100" is
in a power saving mode.

As described above, in the above exemplary embodiment,
apower supply to the first CPU 210 is completely cut off and
a power supply to the second CPU 260 in a low power is
maintained in a power saving mode, thereby minimizing
power consumption.

In addition, as data input from an external apparatus is
transmitted to the second CPU 260, the input data may be
processed efficiently even in a power saving mode. That is, if
the input data can be processed by the second CPU 260, the
input data are processed by the second CPU 260 while the
power saving mode is maintained, and if the operation of the
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first CPU 210 is required, the power saving mode is converted
to a normal mode selectively, thereby minimizing power con-
sumption.

Meanwhile, in the above exemplary embodiment, only two
memories are provided, but the image forming apparatus 100
may further comprise addition storage elements such as ROM
or HDD to store programs which are in operation in the
normal mode and the power saving mode of the image form-
ing apparatus 100.

FIG. 5 is a block diagram illustrating the second CPU 260
of'the image forming apparatus 100' of FIG. 4 according to an
exemplary embodiment of the present general inventive con-
cept.

Referring to FIG. 5, the image forming apparatus 100' may
include a system on chip (SoC) 200, the network IF unit 111,
the USB IF unit 112, a PHY chip 115, the function unit 120,
the first memory 130, the second memory 140, and the state
analyzing unit 190. Each component of FIG. 5 is connected to
each other via a bus so as to communicate with each other, and
the power supply unit 180 (not shown) may be connected in
order to provide power to each component. For convenience
of explanation, the wake-up receiver 113, the fax transmis-
sion/reception unit 114, the operation panel unit 150, the
image processing unit 160, and the image forming unit 170
are not illustrated.

The configurations of the network IF unit 111, the USB IF
unit 112, the function unit 120, the first memory 130, and the
second memory 140 are the same as those in FIG. 4, and thus
further description will not be provided.

The physical layer (PHY) chip 115 outputs data received
from a network through the network IF unit 111 to the Soc
200" using a protocol corresponding to the physical layer of
Open Systems Interconnection (OSI).

The state analyzing unit 190 may analyze the state of the
function unit 120 in a normal mode periodically and store the
state information in the function unit 120. In addition, the
state analyzing unit 190 may initialize the function unit 120
when a power saving mode is converted to a normal mode.
The detailed operations of the state analyzing unit 190 will be
explained later with reference to FIGS. 29 and 30. Mean-
while, in the exemplary embodiment, the state analyzing unit
190 is formed outside the SoC 200", but the state analyzing
unit 190 may be formed inside the SoC 200'".

The SoC 200" may include the first CPU 210 and the second
CPU 260. As the operations of the first CPU 210 and the
second CPU 260 have been explained in detail in the above
description, a specific configuration of the second CPU 260
will be explained.

The second CPU 260 may include a second processor 261,
First In First Out (FIFO) unit 262, a media access control
(MAC) unit 263, the USB device module 264, and a second
memory controller 265.

The second processor 261 reads out data output from the
MAC unit 263 and stored in the second memory 140 and
provide the data to the first CPU 210. Meanwhile, the date
stored in the second memory 140 may be provided to the first
CPU 210 through a separate MAC. Hereinafter, the function
of transferring data input through the network IF unit 111, the
USB IF unit 112, a wake-up receiver 354, and a fax transmis-
sion/reception unit 355 to the first CPU 210 is referred to as a
relay unit. A data bus may relay input data in the form of MII,
GMII or RGMII to the first CPU 210.

In a normal mode, the second processor 261 may analyze
data input through the MAC unit 263, the USB device module
264, and etc., and transmit the data which should be processed
under the control of the first CPU 210 to the first CPU 210 and
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process data which can be processed therein. The second
processor 261 may be realized, for example, as an Advanced
RISC Machine (ARM) core.

Inthis case, if it is determined that data should be processed
under the control of the first CPU 210, that is, if the data is
determined to a job performance command, the second pro-
cessor 261 may perform authentication using user informa-
tion or apparatus information stored in a second memory 380.
Alternatively, the second processor 261 may request authen-
tication by transmitting the information regarding the appa-
ratus or the user that has requested the job performance com-
mand to a management server.

In addition, if a signal to request conversion to a power
saving mode is received from the first CPU 210, the second
processor 261 outputs a cutoff control signal to the power
supply unit 180. The cutoff control signal is a signal to cut off
power supplied from the power supply unit 180 to the first
CPU 210 and the function unit 120. Accordingly, the power
supply unit 180 may provide a minimum power to the second
CPU 2600 and components 111~115, 140 which are con-
nected to the second CPU 260, and turn off power to the first
CPU 210 and components 120, 130, 190 which are connected
to the first CPU 210. As such, the image forming apparatus
100" may convert a normal mode to a power saving mode.

In a power saving mode, the second processor 261 may
analyze data input through the MAC unit 263, the USB device
module 264 and so on, perform authentication with respect to
data which should be processed under the control of the first
CPU 210 as described above, convert the operation mode of
the image forming apparatus 100' to a normal mode in
response to an authenticated job request, and relay the
received data to the first CPU 210.

The FIFO unit 262 or the second memory 140 stores data
received through the network IF unit 111, the USB IF unit
112, the wake-up receiver 354, or the fax transmission/recep-
tion unit 355 temporarily.

The MAC unit 263 receives data received through the
network IF unit 111 via the PHY chip 115 and performs a
general Ethernet MAC function. The MAC unit 263 and the
PHY chip 115 may be connected through Media Independent
Interface (MII) for 100 Mbps transmission, Gigabit MII
(GMII) for 1 Gbps transmission, or Reduced GMII (RGMID).
Accordingly, the MAC 263 may support MII, GMII, or
RGMII transmission.

In addition, the MAC 263 supports a Direct Memory
Access (DMA) function and accordingly, may output data by
MII, GMII or RGMII to the FIFO unit 262 or the second
memory 140 under the control of the second CPU 260.

The USB device module 264 receives data that the USB IF
unit 112 receives from an external apparatus. To do so, the
USB device module 264 may include a USB PHY chip (not
illustrated), a USB device (not illustrated), and a DMA (not
illustrated). As the function of each component is already
known in the related art, the detailed description thereof will
not be provided. However, the data that the USB IF unit 112
receives is received through the USB PHY chip, and may be
stored temporarily in the FIFO unit 262 or the second memory
140 through the USB device and the DMA.

Meanwhile, the first CPU 210 may change a mode of the
first memory 130 which communicates with the first CPU 210
to a self-refresh mode, and request conversion of a mode to a
power saving mode by notifying the second CPU 260 of a
signal indicating the mode change. In this case, if the above
signal is received, the second processor 261 enters into a
power saving mode by outputting the above-described cutoff
control signal to the power supply unit 180. Herein, the self-
refresh means generating a refresh request signal and a con-
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trol signal internally without requiring a control signal from
an external device for low power consumption and executing
a refresh operation by an address which is generated inter-
nally.

Ifthe data received through the components 111, 112, 114
is set to be stored in the second memory 140 temporarily, the
second memory controller 265 stores the received data in the
second memory 140, and may read out the data stored in the
second memory 140 and output the data through a data bus
when relaying the data.

In addition, if the image forming apparatus 100' is turned
on and booted, the second memory controller 265 may load
and store the state information of the image forming appara-
tus 100, a system program required to operate a power saving
mode, conditions for wake-up which are stored in a ROM (not
illustrated) in the second memory 140.

The state information of the image forming apparatus 100'
may be, for example, information regarding the state of an
image forming apparatus 300 such as residual toner, devel-
opment of job performance and so on. The second CPU 260
or the second processor 261 controls a part of operations of
the image forming apparatus 100' in a normal mode and a
power saving mode.

Hereinafter, operations of each of the first CPU 210 and the
second CPU 260 will be explained for each operation mode
based on the above configurations.

[Normal Mode]

The first CPU 210 controls an operation of the function unit
120 in a normal mode where power is supplied, and maintains
a normal mode. In addition, the first CPU 210 may perform
data communication with the network IF unit 111 and the
USB IF unit 112 through the second CPU 260.

If the image forming apparatus 100' is turned on and
booted, the first memory 130 loads one or more programs
necessary to operate the image forming apparatus 100" and
state information of the image forming apparatus 100" from a
ROM (not illustrated) and stores the data. The first memory
130 which is a RAM may be a DDR memory. However, the
present general inventive concept is not limited thereto.

As explained above, the second CPU 260 performs a basic
communication operation, and if data to be processed in the
first CPU 210 is received from an external apparatus, relays
the received data to the first CPU 210.

[Conversion of a Mode from Normal Mode to Power Sav-
ing Mode]

The first CPU 210 may analyze whether there is an opera-
tion of the function unit 120 through the state analyzing unit
190, and if the image forming apparatus 100' does not operate
for a predetermined time, determine that the mode should be
changed to a power saving mode, and notify the determina-
tion to the second CPU 260.

If a request for a conversion of a mode to a power saving
mode is received from the first CPU 210, the second CPU 260
which receives the request as a notification may cut off power
to the first CPU 210 and the function unit 120 so that the first
CPU 210 may enter into a power saving mode.

[Power Saving Mode]

If the image forming apparatus 300 enters into a power
saving mode, the second CPU 260 maintains an operation
with a minimum power supplied from the power supply unit
180.

If data is received through the components 111~114 after
the image forming apparatus 300 enters into a power saving
mode, the second processor 261 analyzes the received data
and determines whether the received data satisfies one or
more wake-up conditions or the received data may be pro-
cessed therein.



US 9,357,092 B2

21

In a power saving mode, if it is determined that the data
received through the components 111~114 should be pro-
cessed in the first CPU 210, the wake-up conditions are sat-
isfied. The examples of the wake-up conditions include a fax
ring signal, a selection signal of the wake-up receiver 354, a
printing request signal, a cover open detection signal, a tray
open detection signal, a mouse click signal, and so on.

Meanwhile, if a job performance command is received
through the network IF 111 or the USB IF 112, the second
CPU 260 may perform authentication of an external appara-
tus or a user which has transmitted the job performance com-
mand. Accordingly, the second CPU 260 may convert the
mode to a normal mode with respect to an authenticated job
performance command. Meanwhile, if authentication is not
performed, the second CPU 260 may not convert the mode to
a normal mode and abolish the input data. It is possible that
the input data is immediately deleted according to the authen-
tication result. It is also possible that the input data may be
stored in the second memory for a predetermined period of
time and may be deleted after the predetermined period of
time. The input data may be used as a history to indicate a
failure of authentication.

[Conversion Process from a Power Saving Mode to a Nor-
mal Mode]

If received data satisfies wake-up conditions, the second
processor 261 determines that conversion of a mode to a
normal mode is necessary and outputs a supply control signal
to the power supply unit 180. The supply control signal is a
signal to allow the power supply unit 180 to supply power to
the function unit 120, the first CPU 210, and the first memory
130. Accordingly, the image forming apparatus 100' is con-
verted from a power saving mode to a normal mode.

Hereinafter, the process of relaying the received data to the
first CPU 210 will be explained in detail by describing trans-
mission of the received data.

In a power saving mode, the data received through the
network IF unit 111 (hereinafter, referred to as ‘network
data’)is input to the MAC unit 263 via the network IF unit 111
and the PHY chip 115.

The second processor 261 stores the network data input to
the MAC unit 263 in the FIFO unit 262 or in the second
memory 140, analyzes the network data, and determines
whether the network data satisfies one or more wake-up con-
ditions. That is, the second processor 261 determines whether
it is necessary to perform the conversion of a mode to a
normal mode. If the network data is input from an authenti-
cated apparatus, the second processor 261 determines that it is
necessary to perform conversion of a mode to a normal mode,
and controls the power supply unit 180 to supply power
corresponding to the normal mode of the image forming
apparatus 100'.

When the mode is converted to the normal mode, the sec-
ond processor 261 may read out the network data stored in the
FIFO unit 262 or in the second memory 140 and transmit the
network data by being synchronized with the first CPU 210.
Meanwhile, a data transmission path from the first CPU 210
to the network IF unit 111 is in a reverse order to the above-
described process.

Hereinafter, a case in which the data received through the
USB IF unit 112 (hereinafter, referred to as ‘USB data’) is
relayed in a power saving mode will be explained. The USB
data is input from an external apparatus which is connected to
the USB IF unit 112 and stores in the FIFO unit 262 or in the
second memory 140 under the control of the second processor
261.

The second processor 261 analyzes the USB data and
determines whether conversion of a modeto anormal modeis
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required. If it is determined that the mode should be converted
to a normal mode, that is, if the USB data is input from an
authenticated apparatus, the second processor 261 controls
the power supply unit 180 to provide each component of the
image forming apparatus 100" with power corresponding to
the normal mode. Once the mode is converted to the normal
mode, the second processor 261 may read out the USB data
stored in the FIFO unit 262 or the in the second memory 140
and transmit data corresponding to the USB data to the first
CPU 210. Meanwhile, a data transmission path from the first
CPU 210 to the USB IF unit 112 is in a reverse order to the
above-described process.

Hereinafter, a case in which the data received through the
wake-up receiver 113 (hereinafter, referred to as ‘wake-up
data’) is relayed in a power saving mode will be explained.
The wake-up data is a direct signal to request conversion of a
mode to a normal mode, and thus the second processor 261
may store the wake-up data in the FIFO unit 262 or in the
second memory 140 and control the power supply unit 180 to
provide each component of the image forming apparatus 100'
with power corresponding to the normal mode. Accordingly,
the image forming apparatus 100' is converted to be in the
normal mode. When the mode is converted to the normal
mode, the second processor 261 may read out the stored
wake-up data and transmit data corresponding to the wake-up
data to the first CPU 210.

Hereinafter, a case in which the data received through the
fax transmission/reception unit 114 (hereinafter, referred to
as ‘fax data’) is relayed in a power saving mode will be
explained. An external facsimile which is connected to the fax
transmission/reception unit 114 in a way to enable commu-
nication with each other transmits the fax data to the fax
transmission/reception unit 114. The fax data includes a ring
data and actual data which is scanned and printed. The fax
transmission/reception unit 114 provides the second CPU
260 with the transmitted ring signal.

The ring signal is a signal which satisfies wake-up condi-
tions and thus, the second processor 261 may store the trans-
mitted from the fax transmission/reception unit 114 in the
FIFO unit 262 or in the second memory 140 and control the
power supply unit 180 to provide each component of the
image forming apparatus 100" with power corresponding to
the normal mode.

Ifthe operation mode of the image forming apparatus 100'
is converted to a normal mode, the second processor 261 may
read out the fax data stored in the FIFO unit 262 or in the
second memory 140 and transmit data corresponding to the
fax data to the first CPU 210. Meanwhile, the first CPU 210
may control the corresponding function unit 120 to scan and
print the transmitted data.

Meanwhile, in the above description regarding FIGS. 1 to
5, the second CPU 210 operates even when the operation
mode of the image forming apparatus 100 is a normal mode,
but the second CPU 210 may not operate in a normal mode
according to an exemplary embodiment. That is, the second
CPU 260 and the second memory 140 may operate and the
first CPU 210 and the first memory 130 may not operate in a
power saving mode, and the first CPU 210 and the first
memory 130 may operate and the second CPU 260 and the
second memory 140 may operate in a normal mode.

FIG. 6 is a flowchart illustrating a driving control method
of an image forming apparatus according to an exemplary
embodiment of the present general inventive concept.

Referring to FIG. 6, a job performance command is
received from an external apparatus in a power saving mode
at operation S610. The job performance command may be
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received from an external apparatus using a USB communi-
cation method or a network communication method in a
power saving mode.

While the power saving mode is maintained, authentica-
tion of the external apparatus is performed at operation S620.
Ifthe job performance command is received from an external
apparatus in a power saving mode, authentication may be
performed before an operation state of the image forming
apparatus 100 is converted. The detailed operation of the
authentication will be explained later with reference to FIGS.
7 to 20. Such an authentication operation may be performed
by a controller, and if the controller is realized as a plurality of
CPUs, the authentication operation may be performed in the
second CPU 260 which operates in a power saving mode.

If it is determined that the job performance command is
from an unauthenticated external apparatus based on the
authentication result, the operation mode of the image form-
ing apparatus remains in the power saving mode. However, if
it is determined that the job performance command is from an
authenticated external apparatus, the operation mode of the
image forming apparatus may be converted from the power
saving mode to a normal mode and the requested job may be
performed at operation S630.

As such, the driving control method according to the exem-
plary embodiment may prevent an unnecessary wake-up
operation for a job request when the job request is input from
an unauthenticated user or an unauthenticated apparatus,
thereby preventing unnecessary power consumption. The
driving control method illustrated in FIG. 6 may be per-
formed in an image forming apparatus having the configura-
tion of FIG. 5, and may also be performed in an image form-
ing apparatus having other configurations.

In addition, the driving control method according to the
exemplary embodiment may be realized as a program includ-
ing an algorithm executable in a computer, and the program
may be stored and provided in a computer readable medium.

Herein, the computer readable medium refers to a medium
which may store data semi-permanently rather than storing
data for a short time such as a register, a cache, and a memory
and may be readable by an apparatus. The above-mentioned
various applications or programs may be stored in a non-
temporal recordable medium such as CD, DVD, hard disk,
Blu-ray disk, USB, memory card, and ROM and provided
therein.

Hereinafter, various authentication processing methods
according to an exemplary embodiment will be explained
with reference to FIGS. 7 to 15. In the following description,
it is assumed that the operation mode of the image forming
apparatus 100 at the initial stage of an operation is a power
saving mode.

FIG. 7 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept. The authentication
processing method according to the exemplary embodiment
relates to a method of performing authentication in the image
forming apparatus 100 therein using the address information
of a host apparatus 10.

Referring to FIG. 7, the host apparatus 10 (a printing con-
trol terminal apparatus or an external apparatus) transmits a
job performance command to the image forming apparatus at
operation S710. Meanwhile, in the exemplary embodiment,
the host apparatus 10 transmits only a job performance com-
mand. However, the present general inventive concept is not
limited thereto. It is possible that printing data may be trans-
mitted along with the job performance command.

Meanwhile, the printing data may be transmitted after
authentication is performed. Alternatively, the printing data
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may be transmitted directly from the host apparatus 10 to the
image forming apparatus 100 without a job performance
command. In this case, the transmission of the printing data
may be regarded as a job performance command.

The image forming apparatus 100 which receives the job
performance command may perform authentication at opera-
tion S720. The image forming apparatus 100 may determine
whether there is address information of the host apparatus 10
which has transmitted the job performance command in pre-
stored apparatus information by comparing the address infor-
mation of the host apparatus 10 (for example, 1P address
and/or MAC address) with the pre-stored apparatus informa-
tion.

For example, if there is the IP address of the host apparatus
10 which has transmitted the job performance command in a
plurality of pre-stored IP addresses, the image forming appa-
ratus 100 may determine that the job performance command
is input from an authenticated apparatus corresponding to the
pre-stored IP address. The address information of the host
apparatus 10 may be extracted from a MAC layer of the OSI.
Accordingly, only a job performance request from predeter-
mined address information may be transmitted to a processor
in the MAC layer, and a job performance request from an
external apparatus rather than the pre-stored address infor-
mation may be cut off in the MAC layer.

If it is determined that a job performance command is
received from an authenticated external apparatus based on
the authentication result, the operation mode of the image
forming apparatus is converted from a power saving mode to
anormal mode at operation S740. Since the conversion of the
operation mode has been explained in detailed in the above
description, further description will not be provided.

If the operation mode is converted to a normal mode, the
image forming apparatus 100 performs a function corre-
sponding to the requested job performance command at
operation S740. Once the job is completed, the image form-
ing apparatus 100 may notify the host apparatus 10 which
requested the job performance command that the requested
job has been completed. Meanwhile, if a job performance
command is a scanning performance command, scanning
data may be transmitted to the host apparatus 10 in the above
operation.

As such, the authentication processing method according
to the exemplary embodiment performs authentication using
an IP address or a MAC address. Since data of the IP address
or MAC address has a relatively small amount of data, this
data can be stored in the second memory 140. Further, the data
is applicable only through a simple modification in the MAC
layer stage.

Meanwhile, in the above exemplary embodiment, the
operation mode of the image forming apparatus 100 is con-
verted only by performing the authentication of an external
apparatus without analyzing the characteristics of the job
requested by a user, but if the job requested from an external
apparatus is a reserved job, the image forming apparatus 100
may store the received job while maintaining a power saving
mode without converting the operation mode immediately
with respect to the job request from an authenticated external
apparatus. And when a reservation time to perform the
reserved job comes or a period of time elapses, the operation
mode ofthe image forming apparatus is converted to a normal
mode, and the reserved job may be performed.

In the above description, the operation of the image form-
ing apparatus 100 has been explained based on the premise
that authentication is successful. Hereinafter, the operation of
the image forming apparatus 100 when authentication is
failed will be explained with reference to FIGS. 8 to 10.
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FIGS. 8 to 10 are sequence views illustrating a driving
control method when authentication is failed according to an
exemplary embodiment of the present general inventive con-
cept.

Referring to FI1G. 8, the host apparatus 10 (printing control
apparatus or an external apparatus) transmits a job perfor-
mance command to the image forming apparatus 100 at
operation S810 or S1010.

Subsequently, the image forming apparatus 100 which
receives the job performance command may perform authen-
tication at operation S820 or S1020. In this case, if the IP
address and/or MAC address of the host apparatus 10 which
has transmitted the job performance command is not pre-
registered in the image forming apparatus 100 or authentica-
tion is failed in the process which will be explained later with
reference to FIGS. 11 to 20, the image forming apparatus 100
may not convert the operation mode and maintain the current
power saving mode.

The image forming apparatus 100 may notify the host
apparatus 10 that authentication has not been succeeded at
operation S830 or S1030, and at this time, the host apparatus
10 may display a user interface window 900 as illustrated in
FIG. 9.

The user interface window 900 may be a user interface
window which is provided by a printer driver of the host
apparatus 10 or a user interface window that the image form-
ing apparatus 100 provides to the host apparatus 10. It is
possible that the image forming apparatus 100 outputs a sig-
nal indicating the authentication failure and then the host
apparatus 10 generates a user interface window of FIG. 9
according to the received signal.

Meanwhile, in the above description, the host apparatus 10
transmits only a job performance command to the image
forming apparatus 100, but printing data may be transmitted
as a job performance command or printing data may be trans-
mitted along with a job performance command as described
above.

Meanwhile, ifthe received printing data is stored in a buffer
(FIFO) or in the second memory 140, the image forming
apparatus 100 may abolish (that is, delete) the printing data
transmitted from an authenticated host apparatus 10 in order
to provide a space to receive other data. Meanwhile, accord-
ing to an exemplary embodiment, printing data may not be
deleted immediately but after a predetermined time elapses or
other printing data is received (that is, at the time when
storage capacity is running out).

FIG. 11 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept. The authentication
processing method according to the exemplary embodiment
relates to performing authentication in the image forming
apparatus 100 therein using information of a user who has
requested job performance.

Referring to FIG. 11, the host apparatus 10 transmits a job
performance command to the image forming apparatus 100 at
operation S1010.

Subsequently, the image forming apparatus 100 which
receives the job performance command requests the host
apparatus 10 which has transmitted the job performance com-
mand to transmit user information in order to perform user
authentication at operation S1120.

The host apparatus 10 which receives a request for user
information may display a user interface window as illus-
trated in FIG. 12 and receive user information from a user (for
example, user identification (ID) and password). The user
interface window may be provided by a printer driver of the
host apparatus 10, and if the host apparatus 10 is an apparatus
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such as a smart phone, the image forming apparatus 100 may
transmit the user interface window in the process of request-
ing user authentication.

The host apparatus 10 which receives the user information
from a user transmits the user information to the image form-
ing apparatus 100 at operation S1130.

The image forming apparatus 100 which has received the
job performance command may perform authentication at
operation S1140. The image forming apparatus 100 may
determine whether there is the user information received from
the host apparatus 10 which has transmitted the job perfor-
mance command in pre-stored user information by compar-
ing the user information received from the host apparatus 10
(for example, ID and password) with the pre-stored user
information. For example, if the received user ID and pass-
word are consistent with or identical to the pre-stored user ID
and password, the job performance command is determined
to be a command from an authenticated apparatus. Mean-
while, in the above exemplary embodiment, only ID and
password are mentioned as an example of user information,
but the present general inventive concept is not limited
thereto. It is possible that the user information may be a key
value of a specific one item, employee number, or a mobile
phone number which may identify a user.

If it is determined that the job performance command is
received from an authenticated apparatus based on the
authentication result, the operation mode of the image form-
ing apparatus is converted from a power saving mode to a
normal mode at operation S1150. Since the conversion of the
operation mode has been explained in detail in the above
exemplary embodiment further description will not be pro-
vided.

If the operation mode is converted to a normal mode, the
image forming apparatus 100 performs a function corre-
sponding to the requested job performance command at
operation S1160. When the job is completed, the image form-
ing apparatus 100 may notify the host apparatus 10 which
requested the job performance command that the job has been
completed at operation S1170. Meanwhile, if the job perfor-
mance command is a scanning command, the image forming
apparatus 100 may perform a scanning operation to generate
scanning data, and then the scanning data may be transmitted
to the host apparatus 10 at this stage.

As described above, the authentication processing method
according to the exemplary embodiment performs authenti-
cation using simple user information which is pre-stored, and
thus the amount of data which should be stored in the second
memory 140 is not so great.

Meanwhile, in the above exemplary embodiment, user
information is transmitted in response to a user information
request of the image forming apparatus 100, but the user
information may be transmitted along with a job performance
command, which will be explained later with reference to
FIG. 13.

FIG. 12 is a view illustrating a user interface window 1200
which can be displayed on the host apparatus 10.

Referring to FIG. 12, the user interface window 1200
includes a first area 1210 to inform a user that log-on is
required, a second area 1220 to receive user information, a
confirmation area 1230, and a cancellation area 1240.

The first area 1210 is an area to provide an alarm message
to inform a user that user authentication is necessary to per-
form a requested job performance command.

The second area 1220 is an area to receive the user infor-
mation. In the exemplary embodiment, ID and password are
received as the user information, but other types of informa-
tion may be received as the user information.
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The confirmation area 1230 is an area to process with the
subsequent operation after the user information is input. If a
user inputs the user information and selects the confirmation
area 1230, the host apparatus 10 transmits the input user
information to the image forming apparatus 100.

The cancellation area 1240 is an area to receive a command
to cancel a requested job performance command.

FIG. 13 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept. The authentication
processing method according to the exemplary embodiment
relates to an operation of simultaneously receiving user infor-
mation and a job performance command and performing
authentication in the image forming apparatus 100 therein
using the received user information.

Referring to FIG. 13, the host apparatus 10 transmits the
job performance command and user information to the image
forming apparatus 100 at operation S1310. The host appara-
tus 10 may receive user information from a user before receiv-
ing a printing command. Such an operation may be a log-on
operation in the process of booting of the host apparatus 10, a
log-on operation for network connection, or an input opera-
tion of inputting the printing command.

If a job performance command (for example, a printing
command) is received from a user, the host apparatus 10 may
transmit the job performance command along with user infor-
mation to the image forming apparatus 100. Meanwhile, in
the above exemplary embodiment, the host apparatus 10
transmits only a job performance command, but data such as
printing data may be transmitted together with the job perfor-
mance command.

The image forming apparatus 100 which receives the user
information performs authentication based on the received
user information at operation S1320. The specific operation
of performing authentication has been explained above in the
operation of S1140 of FIG. 11, and thus further description
will not be provided.

If'a job performance command from an external apparatus
is an authenticated job performance command, the operation
mode of the image forming apparatus is converted from a
power saving mode to a normal mode at operation S1330, and
the image forming apparatus 100 performs a function corre-
sponding to the requested job performance command at
operation S1340. When the job is completed, the image form-
ing apparatus 100 may notify the host apparatus 10 which has
requested the job performance command that the job has been
completed at operation S1350.

As such, the authentication processing method according
to the exemplary embodiment may perform authentication
using the user information, and thus an amount or size of data
corresponding to the user information may be not larger to be
stored in a small memory space of the second memory 140. In
addition, the user information is provided to an image form-
ing apparatus along with a printing command, and thus
authentication may be performed in more rapid manner.

Meanwhile, in the above exemplary embodiment, the
image forming apparatus 100 stores specific information and
performs authentication therein, but authentication may be
performed using an external management server, which will
be explained below with reference to FIGS. 14 and 15.

FIG. 14 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept. The authentication
processing method according to the exemplary embodiment
relates to an operation of receiving user information from a
host apparatus and performing authentication using an exter-
nal management sever and the user information.
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Referring to FIG. 14, the host apparatus 10 transmits a job
performance command to the image forming apparatus 100 at
operation S1410.

Subsequently, the image forming apparatus 100 which
receives the job performance command requests the host
apparatus 10 which transmitted the job performance com-
mand to transmit user information in order to perform user
authentication at operation S1420. The operations of request-
ing user information and receiving the user information from
a user have been explained above with reference to FIGS. 11
and 12, and thus further description will not be provided.

The host apparatus 10 which receives the user information
from a user transmits the user information to the image form-
ing apparatus 100 at operation S1430.

The image forming apparatus 100 which receives the user
information transmits the user information to the manage-
ment server 20 at operation S1440. The image forming appa-
ratus 100 may transmit the user information received from the
host apparatus 10 to the management server 20 in order to
perform authentication of the image forming apparatus 100.

The management server 20 which receives the user infor-
mation may perform authentication at operation S1450. The
management server 20 may determine whether there is the
user information received from the host apparatus 10 which
has transmitted the job performance command in pre-stored
user account information by comparing the user information
received from the host apparatus 10 (for example, ID and
password) with the pre-stored user account information. In
the exemplary embodiment, authentication is performed
using a user ID and etc., but various authentication processing
algorithms other than the user ID may be used to perform
authentication.

The management server 20 notifies the authentication pro-
cessing result to the image forming apparatus 100 at opera-
tion S1460, and if it is determined that the job performance
command is from an authenticated external apparatus based
on the authentication processing result, the image forming
apparatus 100 changes a current mode to a different mode, for
example, converts the operation mode of the image forming
apparatus from a power saving mode to a normal mode at
operation S1470.

If the operation mode is converted to a normal mode, the
image forming apparatus 100 performs a function corre-
sponding to the requested job performance command at
operation S1480. When the job is completed, the image form-
ing apparatus 100 may notify the host apparatus 10 that the
requested job performance has been completed at operation
S1490.

As such, the authentication processing method according
to the fourth exemplary embodiment performs authentication
using a management server capable of storing a large amount
of information, and thus it is possible to perform authentica-
tion of various users.

Meanwhile, in the exemplary embodiment, only user infor-
mation is transmitted to the management server 20, but a job
performance command may be transmitted to the manage-
ment server 20 along with user information. Accordingly, the
management server 20 may not only perform user authenti-
cation but also determine whether a user has authority for a
requested job of the job performance command. For example,
if a user A has an authority only for a printing job and has no
authority for a fax job, and a user A transmits a job perfor-
mance command regarding a fax job, authentication for the
corresponding job may not be performed even if the job is
requested from the authenticated user. In addition, if a user B
has an authority for printing of 100 pages for one month and
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has already printed 100 pages during a period of a month, a
subsequent printing command may not be authenticated.

Meanwhile, in the above exemplary embodiment, the user
information is transmitted in response to a user information
request of the image forming apparatus 100, but the user
information may be transmitted along with a job performance
command, which will be explained below with reference to
FIG. 15.

FIG. 15 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept. The authentication
processing method according to the exemplary embodiment
relates to an operation of receiving user information in an
operation of requesting job performance and performing
authentication using an external management server and the
user information.

Referring to FIG. 15, the host apparatus 10 transmits a job
performance command and user information to the image
forming apparatus 100 at operation S1510. The host appara-
tus 10 may receive the user information from a user before
receiving a printing command (or the job performance com-
mand). Such an operation may be a log-on operation in the
process of booting of the host apparatus 10, a log-on opera-
tion for network connection or an operation of inputting the
printing command (or the job performance command).

If a job performance command (for example, a printing
command) is received from a user, the host apparatus 10 may
transmit the job performance command along with the user
information to the image forming apparatus 100. Meanwhile,
in the above exemplary embodiment, the host apparatus 10
transmits only a job performance command, but data, such as
printing data, may be transmitted together with the job per-
formance command.

The image forming apparatus 100 transmits the received
user information to the management server 20 at operation
S1520. The image forming apparatus 100 may transmit the
user information received from the host apparatus 10 to the
management server 20 in order to perform authentication. In
this case, the image forming apparatus 100 may transmit the
requested job performance command along with the user
information.

The management server 20 which receives the user infor-
mation may perform authentication at operation S1530. The
specific operation of performing authentication is the same as
the operation S1450 of FIG. 14, and thus further description
will not be provided.

The management server 20 notifies the image forming
apparatus 100 of the authentication processing result at
operation S1540, and if it is determined that the job perfor-
mance command is from an authenticated external apparatus
based on the authentication processing result, the image
forming apparatus 100 converts the operation mode of the
image forming apparatus from a power saving mode to a
normal mode at operation S1550.

If the operation mode is converted to a normal mode, the
image forming apparatus 100 performs a function corre-
sponding to the requested job performance command at
operation S1560. When the job is completed, the image form-
ing apparatus 100 may notify the host apparatus 10 that the
requested job performance has been completed at operation
S1570.

As such, the authentication processing method according
to the exemplary embodiment performs authentication using
a management server capable of storing a large amount of
information, and thus it is possible to perform authentication
of various users. In addition, the printing control terminal

10

15

20

25

30

35

40

45

50

55

60

30

apparatus 10 transmits user information along with a job
performance request, and thus authentication may be per-
formed in more rapid manner.

Meanwhile, in the exemplary embodiment, only user infor-
mation is transmitted to the management server 20, but a job
performance command may be transmitted to the manage-
ment server 20 along with user information.

Meanwhile, in the above exemplary embodiment, only one
authentication processing method has been explained, but the
above-described authentication processing operation may
include a plurality of combinations thereof. That is, if authen-
tication is not performed through one authentication process-
ing and requires additional authentication processing, final
authentication can be performed when a plurality of authen-
tication processing is completed, which will be explained
later with reference to FIG. 16.

FIG. 16 is a flowchart illustrating a driving control method
according to an exemplary embodiment of the present general
inventive concept.

Referring to FIG. 16, a job performance command is
received from an external apparatus at operation S1610. The
job performance command may be received from an external
apparatus according to a USB communication method or a
network communication method.

Subsequently, authentication of the external apparatus is
performed in an image forming apparatus therein while a
current operation state is maintained at operation S1620. The
authentication may be performed by comparing address
information and/or user information of the external apparatus
with address information and/or user information pre-stored
in the image forming apparatus 100 therein.

Based on the authentication result, if it is determined that
the job performance command is from an authenticated exter-
nal apparatus at operation S1630-Y, the current operation
state of the image forming apparatus 100 is determined at
operation S1640.

Ifthe current operation state of the image forming appara-
tus is a power saving mode at operation S1640-Y, the opera-
tion mode of the image forming apparatus is converted from
a power saving mode to a normal mode at operation S1650,
and a job corresponding to the requested job performance
command may be performed at operation S1660. Meanwhile,
if the current operation state of the image forming apparatus
is a normal mode at operation S1640-N, a job corresponding
to the requested job performance command may be per-
formed without conversion of the operation mode.

Meanwhile, based on the authentication result, if it is deter-
mined that the job performance command is received from an
unauthenticated external apparatus, the image forming appa-
ratus 100 may maintain the current operation mode which is
a power saving mode and perform another or a new authen-
tication differently from the previously performed authenti-
cation operation S1670. If the previous authentication is per-
formed using the address information of the external
apparatus, the next authentication may be performed using
user information. Alternatively, if the previous authentication
is performed using the user information and address informa-
tion pre-stored in the image forming apparatus 100, the next
authentication may be performed using the management
server 20, which will be explained later, respectively, with
reference to FIGS. 17 to 20.

Based on the second authentication result, if it is deter-
mined that the job performance command is received from an
unauthenticated external apparatus, the requested job perfor-
mance command is not performed at operation S1680-N. If
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the operation mode of the image forming apparatus 100 is a
power saving mode, conversion of the operation mode is not
performed.

However, based on the authentication result, if the job
performance command is from an authenticated external
apparatus at operation S1680-Y, the operation mode of the
image forming apparatus is converted from a power saving
mode to a normal mode according to the operation mode of
the image forming apparatus at operation S1650, and the
requested job may be performed at operation S1660.

As such, the driving control method according to the exem-
plary embodiment performs authentication first to determine
whether wake-up is necessary to perform the authentication,
and thus, an unnecessary wake-up operation may be pre-
vented regarding an operation request from an unauthenti-
cated user or an authenticated apparatus, preventing unnec-
essary power consumption of the system as well. Further, it is
possible that while the previous authentication is not per-
formed, the second authentication may be performed in
another way. Accordingly, even if a user requests a job using
another apparatus, the requested job may be performed. Such
a driving control method may be performed in an image
forming apparatus having configuration of FIGS. 2 to 4, but
may also be performed in an image forming apparatus having
other configurations.

In addition, the driving control method according to the
exemplary embodiment may be realized as a program includ-
ing an algorithm executable in a computer, and the program
may be stored in a non-transitory computer readable medium
and provided therein.

FIG. 17 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept. The authentication
processing method according to the exemplary embodiment
performs a first authentication using address information and
performs a second authentication using user information.

Referring to FIG. 17, the host apparatus 10 transmits a job
performance command to the image forming apparatus 100 at
operation S1710.

Subsequently, the image forming apparatus 100 which
received the job performance command may perform authen-
tication at operation 1720. In this case, an authentication may
be performed according to whether the IP address and/or
MAC address of the host apparatus 10 which has transmitted
the job performance command is pre-registered in the image
forming apparatus 100. In this case, if the authentication is
succeeded, conversion of an operation mode may be per-
formed immediately.

On the other hand, if the authentication using address infor-
mation is not succeeded, the image forming apparatus 100
requests the host apparatus 10 which has transmitted the job
performance command to transmit the user information in
order to perform user authentication at operation S1730.

The host apparatus 10 which receives the request for user
information may display a user interface window as illus-
trated in FIG. 18 and receive user information (for example,
1D and password) from a user. Such a user interface window
may be provided by a printer driver of the host apparatus 10,
and if the host apparatus 10 is an apparatus such as a smart
phone, the image forming apparatus 100 may transmit the
user interface window in the process of requesting user
authentication.

The host apparatus 10 which receives user information
from a user transmits the user information to the image form-
ing apparatus 100 at operation S1740.

The image forming apparatus 100 which receives the job
performance command may perform the second authentica-
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tion at operation S1750. The image forming apparatus 100
may determine whether there is the user information received
from the host apparatus 10 which has transmitted the job
performance command in the pre-stored user information.

Based on the second authentication result, if it is deter-
mined that the job performance command is received from an
authenticated external apparatus, the operation mode of the
image forming apparatus is converted from a power saving
mode to a normal mode at operation S1760. Since the con-
version of operation mode is already explained above in
detail, further description will not be provided.

Once the operation mode is converted to a normal mode,
the image forming apparatus 100 performs a function corre-
sponding to the requested job performance command at
operation S1770. When the job is completed, the image form-
ing apparatus 100 may notify the host apparatus 10 which
requested the job performance command that the job has been
completed at operation S1780.

As described above, the authentication processing method
according to the exemplary embodiment performs the first
authentication using IP address or MAC address which has a
relatively small amount of data, and thus the data can be
stored in a small memory space of the second memory 140. In
addition, if the first authentication is failed, the second
authentication may be performed using another method, and
thus even if a user requests a job using another apparatus, the
requested job may be performed. In addition, the second
authentication may also be performed in the image forming
apparatus 100 therein, and thus authentication may be per-
formed in rapid manner.

Meanwhile, in the above exemplary embodiment, user
information is requested and received in a case the first
authentication is failed. However, if the first authentication is
failed, the job performance command may be disregarded,
and if the authentication is succeeded, the user information
may be received in order to perform double authentication,
depending on exemplary embodiments.

In the above exemplary embodiment, user information is
transmitted in response to a user information request of the
image forming apparatus 100, but user information may be
transmitted along with a job performance command.

In addition, in the above exemplary embodiment, authen-
tication is performed using only the address information and
user information stored in the image forming apparatus 100,
but authentication may be performed using information
stored in the image forming apparatus first, and then using
information stored in a management server, which will be
explained later with reference to FIGS. 19 and 20.

FIG. 18 is a view illustrating a user interface window 1800
which can be displayed on the printing control terminal appa-
ratus (or host apparatus) 10.

Referring to FIG. 18, the user interface window 1800
includes a first area 1810 to inform a user that log-on is
required, a second area 1820 to receive user information, a
confirmation area 1830, and a cancellation area 1840.

The first area 1810 is an area to provide an alarm message
informing that user authentication is necessary since an appa-
ratus which currently requests a job is not an authenticated
apparatus.

The second area 1820 is an area to receive the user infor-
mation. In the exemplary embodiment, ID and password are
received as the user information, but other types of informa-
tion may be received as the user information.

The confirmation area 1830 is an area to proceed with the
subsequent operations after the user information is input. If a
user inputs the user information and selects the confirmation
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area 1830, the printing control terminal apparatus 10 trans-
mits the input user information to the image forming appara-
tus 100.

The cancellation area 1840 is an area to receive a command
to cancel a requested job performance command.

FIG. 19 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept. The authentication
processing method according to the exemplary embodiment
relates to an operation of performing a first authentication
using address information and performing a second authen-
tication using an external management server and user infor-
mation.

Referring to FIG. 19, the host apparatus 10 transmits a job
performance command to the image forming apparatus 100 at
operation S1905.

Subsequently, the image forming apparatus 100 which
received the job performance command may perform authen-
tication at operation S1910. In this case, the first authentica-
tion may be performed according to whether the IP address
and/or MAC address of the host apparatus 10 which has
transmitted the job performance command is pre-registered
in the image forming apparatus 100. In this case, if the first
authentication is succeeded, conversion of an operation mode
may be performed immediately.

On the other hand, if the first authentication using the
address information is not succeeded, the image forming
apparatus 100 requests the host apparatus 10 which has trans-
mitted the job performance command to transmit the user
information in order to perform user authentication at opera-
tion S1915.

The host apparatus 10 which receives the request for the
user information may display a user interface window as
illustrated in FIG. 18 and receive the user information (for
example, ID and password) from a user. The host apparatus
10 which receives the user information transmits the user
information to the image forming apparatus at operation
$1920.

The image forming apparatus 100 transmits the received
user information to the management server 20 at operation
S1925. The image forming apparatus 100 may transmit the
user information received from the host apparatus 10 to the
management server in order to perform the second authenti-
cation.

The management server 20 which receives the user infor-
mation may perform the second authentication at operation
S1930. The management server 20 may determine whether
there is the user information received from the host apparatus
10 which has transmitted the job performance command in
pre-stored user account information by comparing the user
information received from the host apparatus 10 (for
example, ID and password) with the pre-stored user account
information.

The management server 20 notifies the authentication pro-
cessing result to the image forming apparatus 100 at opera-
tion S1935, and if it is determined that the job performance
command is from an authenticated external apparatus based
on the authentication processing result, the image forming
apparatus 100 converts the operation mode of the image
forming apparatus from a power saving mode to a normal
mode at operation S1940.

If the operation mode is converted to a normal mode, the
image forming apparatus 100 performs a function corre-
sponding to the requested job performance command at
operation S1945. When the job is completed, the image form-
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ing apparatus 100 may notify the host apparatus 10 that the
requested job performance has been completed at operation
S1950.

As such, the authentication processing method according
to the exemplary embodiment performs the first authentica-
tion based on information stored in the image forming appa-
ratus 100, and thus authentication may be performed in a
rapid manner. Further, it is possible that while the first authen-
tication is not performed, the second authentication may be
performed in another way. Accordingly, even if a user
requests a job using another apparatus which is not an autho-
rized apparatus, the requested job may be performed. In addi-
tion, as the second authentication is performed in the man-
agement server, authentication of various users may be
performed.

Meanwhile, in the above exemplary embodiment, user
information is requested and received in a case the first
authentication is failed. However, if the first authentication is
failed, the job performance command may be disregarded,
and if the authentication is succeeded, the user information
may be received in order to perform double authentication,
depending on exemplary embodiments.

In the above exemplary embodiment, the user information
is transmitted in response to a user information request of the
image forming apparatus 100, but the user information may
be transmitted along with a job performance command,
which will be explained with reference to FIG. 20.

FIG. 20 is a sequence view illustrating an authentication
processing method according to an exemplary embodiment
of the present general inventive concept. The authentication
processing method according to the exemplary embodiment
relates to an operation of receiving user information along
with a job performance request, performing a first authenti-
cation in an image forming apparatus therein using address
information or user information, and performing a second
authentication using an external management server.

Referring to FIG. 20, the host apparatus 10 transmits a job
performance command and user information to the image
forming apparatus 100 at operation S2010. The host appara-
tus 10 may receive the user information from a user before
receiving a printing command (job performance command).
Such an operation may be a log-on operation in the process of
booting of the host apparatus 10, a log-on operation for net-
work connection, or an operation of inputting the correspond-
ing command. Ifa job performance command (for example, a
printing command) is received from a user, the host apparatus
10 may transmit the job performance command along with
user information to the image forming apparatus 100.

Subsequently, the image forming apparatus which receives
the user information performs authentication at operation
S2020. In this case, the first authentication may be performed
according to whether the IP address and/or MAC address of
the host apparatus 10 which has transmitted the job perfor-
mance command is pre-registered in the image forming appa-
ratus 100 or whether the received user information is in the
pre-stored user information. In this case, if the first authenti-
cation is succeeded, conversion of an operation mode may be
performed immediately.

On the other hand, if the first authentication using address
information or user information which is pre-stored in the
image forming apparatus 100 is not succeeded at operation
S2020, the image forming apparatus 100 transmits the
received user information to the management server 20 at
operation S2030.

The management server 20 which receives the user infor-
mation may perform the second authentication at operation
S2040. The management server 20 may determine whether
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there is the user information received from the host apparatus
10 which has transmitted the job performance command in
pre-stored user account information by comparing the user
information received from the host apparatus 10 (for
example, ID and password) with the pre-stored user account
information.

The management server 20 notifies the authentication pro-
cessing result to the image forming apparatus 100 at opera-
tion S2050, and if it is determined that the job performance
command is from an authenticated external apparatus based
on the authentication processing result, the image forming
apparatus 100 converts the operation mode of the image
forming apparatus from a power saving mode to a normal
mode at operation S2060.

If the operation mode is converted to a normal mode, the
image forming apparatus 100 performs a function corre-
sponding to the requested job performance command at
operation S2070. When the job is completed, the image form-
ing apparatus 100 may notify the host apparatus 10 that the
requested job performance has been completed at operation
S2080.

As such, the authentication processing method according
to the exemplary embodiment performs the first authentica-
tion based on information stored in the image forming appa-
ratus 100, and thus authentication may be performed in a
rapid manner. Further, it is possible that while the first authen-
tication is not performed, the second authentication may be
performed in another way. Accordingly, even if a user
requests a job using another apparatus, the requested job may
be performed. In addition, as the second authentication is
performed in the management server, authentication of vari-
ous users may be performed. Also, user information is pro-
vided to the image forming apparatus along with a printing
command and thus, authentication may be performed in more
rapid manner.

Meanwhile, in the above exemplary embodiment, if the
first authentication is failed, the second authentication is per-
formed using a management server. However, if the first
authentication is failed, the job performance command may
be disregarded, and if the first authentication is succeeded,
authentication may be performed using the management
server

FIGS. 21 to 26 are views illustrating examples of address
information pre-stored in the image forming apparatus 100
according an exemplary embodiment of the present general
inventive concept.

Referring to FIGS. 21 and 22, a pre-stored address is an [P
address. Herein, the IP address is an identification address
assigned to an apparatus and may be formed with 32 bits (4
bytes).

Such an IP address is an IP address of a host apparatus
which is authorized to use the image forming apparatus 100
by a user or a manager. Such an IP address which is stored in
the image forming apparatus 100 may be edited by a user or
manager.

Meanwhile, the image forming apparatus 100 may perform
authentication by using such an IP address illustrated in FIG.
21, that is, by comparing the IP address of an external appa-
ratus which has requested a current job with the stored IP
address.

The IP address is assigned based on a certain rule, and each
host apparatus has a common IP address area on the same
network. In this regard, an image forming apparatus may
store information regarding part of 32 bits (4 bytes) of IP
address as illustrated in FIG. 22.

Accordingly, the image forming apparatus 100 may per-
form authentication by using such an IP address illustrated in
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FIG. 21, that is, by comparing the IP address of an external
apparatus which has requested a current job with the stored IP
address. For example, if the IP address of an external appa-
ratus which has currently requested job performance is
192.163.1.255, the apparatus is determined to be authenti-
cated, and if the IP address is 192.163.2.255, the apparatus is
determined not to be authenticated.

Meanwhile, in the above exemplary embodiment, only an
example of using an IP address of 32 bits based on IPv4 is
illustrated and explained, but an IP address of 128 bits based
on IPv6 may be used.

In addition, in the above exemplary embodiment, only an
example of using an IP address as address information is
used, buta MAC address may be used as address information,
which will be explained below with reference to FIG. 23.

Referring to FIG. 23, a pre-stored address is a MAC
address. Herein, the MAC address is a physical address of
Ethernet, and may be formed with 48 bits (6 bytes).

Such a MAC address is a MAC address of a host apparatus
(or an external apparatus) which is authorized to user the
image forming apparatus 100 by a user or a manager. Such a
MAC address which is stored in the image forming apparatus
100 may be edited by a user or manager.

Meanwhile, the image forming apparatus 100 may perform
authentication by using such a MAC address illustrated in
FIG. 23, thatis, by comparing the MAC address of an external
apparatus which has requested a current job with the stored
MAC address.

Meanwhile, in the above exemplary embodiment, an
example of using an IP address or a MAC address as address
information is explained, but the address information may be
stored in the form of a look-up table including an IP address
and a MAC address as illustrated in FIG. 24.

As such, if a look-up table is stored, the image forming
apparatus 100 may perform authentication using a MAC
address or an IP address, and may perform authentication
both the MAC address and the IP address.

FIGS. 25 and 26 are views illustrating examples of user
information pre-stored in the image forming apparatus 100
according to an exemplary embodiment.

Referring to FIG. 25, pre-stored user information is an 1D
and a password. The image forming apparatus 100 may store
a plurality of IDs and passwords corresponding to a plurality
of IDs in the form of a look-up table.

Such IDs and passwords are IDs and passwords of users
who are authorized to use the image forming apparatus 100 by
a user or a manager. The IDs and passwords stored in the
image forming apparatus 100 may be edited by a user or a
manager.

Meanwhile, the image forming apparatus 100 may perform
user authentication by determining whether the user informa-
tion received from the external apparatus exists in the look-up
table.

In the above exemplary embodiment, only IDs and pass-
words exist in the look-up table, but authority information for
each user information may also be stored, which will be
explained below with reference to FIG. 26.

Referring to FIG. 26, a look-up table may include a plural-
ity of IDs, passwords corresponding to each of a plurality of
1Ds, information regarding whether there is printing authority
corresponding to a plurality of IDs, and information regard-
ing whether there is a fax transmission authority correspond-
ing to a plurality of IDs.

Accordingly, the image forming apparatus 100 may per-
form authentication of a user who has requested job perfor-
mance using the look-up table as illustrated in FIG. 26, and
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determine whether the user who requested job performance
has authority for the requested job.

Meanwhile, in the above exemplary embodiment, only
printing authority and fax transmission authority are stored as
authority information, but authority for other functions of the
image forming apparatus 100 may be stored depending on
exemplary embodiments. In addition, in the above exemplary
embodiment, only information regarding whether there is
authority is stored, but information regarding not only
whether there is authority but also how many jobs can be
performed may be stored depending on exemplary embodi-
ments. For example, the amount of printing jobs that user A
can perform for one month (for example, 100 pages) may be
stored as look-up table information.

FIG. 27 is a view illustrating the first memory 130 of FIG.
3 according to an exemplary embodiment of the present gen-
eral inventive concept.

Referring to FIGS. 3 and 27, the first memory 130 may
include a plurality of memory modules 131, 132, 133, and
134.

Each of the plurality of memory modules 131, 132, 133,
and 134 may be realized as a non-volatile memory.

The first CPU 210 may determine at least one of the
memory modules to be used based on a capacity or type of a
requested job. The first CPU 210 may determine a memory
module to be used from among a plurality of memory mod-
ules based on the capacity of a requested job. For example, the
first CPU may determine a memory module to be used based
on image size information written in a header area of data
corresponding to a requested job. For example, if each
memory capacity is 256 KB, a capacity for basic programs is
128 KB, and a capacity for a job requested from an outside
apparatus is 52 KB, and thus it is possible to perform the
requested job using only one memory module, only the first
memory module may be set as a memory module to be used.

In addition, the first CPU 210 may determine a memory
module to be used based on a type of a requested job. For
example, each of a plurality of memory modules may be
mapped as the first memory 131 which is commonly used, the
second memory module 132 which is used for printing, the
third memory module 133 which is used for scanning, and the
fourth memory module 134 which is used for a fax job.
Accordingly, if a job requested from an outside apparatus is a
printing job, the first memory module and the second memory
module may be set as memory modules to be used.

Further, the first CPU 210 may determine an operation state
of a plurality of memory modules based on a determined
memory module. The first CPU 210 may control or operate a
memory module which is determined to be used in a normal
mode, and a memory module which is determined not to be
used in a self-refresh mode or in a power cut-off mode.

In addition, the first CPU 210 may perform a control opera-
tion of the function unit 120 using only a determined memory
module (that is, only a portion of memory modules).

Meanwhile, if an additional job is requested in the process
of preforming an operation or if an additional memory space
is required, the first CPU 210 may change a memory module
to beused. Inthis case, it is possible the first CPU may add one
more memory module to the memory module.

As described above, the first CPU may select and use a
memory module to be operated according to a job perfor-
mance request, and thus power consumption may be reduced
during a normal mode.

In the above exemplary embodiment, one memory is real-
ized using four memory modules, but one memory module
may include two or three memory modules, or more than five
memory modules.
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FIG. 28 is a flowchart illustrating a driving control method
according to an exemplary embodiment of the present general
inventive concept.

Referring to FIG. 28, in a power saving mode, all of a
plurality of memory modules of a first memory operate in a
self-refresh mode or in a power cut-off mode.

Subsequently, if the operation mode of an image forming
apparatus is converted from a power saving mode to a normal
mode at operation S2810-Y, a memory module to be used
from among a plurality of memory modules may be deter-
mined at operation S2820, and a power supply state is
changed mode according to the determined memory module
atoperation S2830. lit is possible that a memory module to be
used may be determined based on a capacity of a requested
job. For example, if each memory capacity is 256 KB, a
capacity for basic programs is 128 KB, and a capacity for a
job requested from outside is 52 KB, and thus it is possible to
perform the requested job using only one memory module,
only the first memory module may be set as a memory module
to be used.

It is also possible that a memory module to be used may be
determined based on a type of a requested job. For example,
each of a plurality of modules may be mapped as the first
memory 131 which is commonly used, the second memory
module 132 which is used for printing, the third memory
module 133 which is used for scanning, and the fourth
memory module 134 which is used for a fax job. Accordingly,
if a job requested from an outside apparatus is a printing job,
the first memory module and the second memory module may
be set as memory modules to be used.

Once a memory module to be used is determined, the
determined memory module may be initialized and operated,
and the memory module which is not selected may operate in
a self-refresh mode or in a power cut-off mode. The driving
control method illustrated in FIG. 28 may be performed in an
image forming apparatus having the configurations of FIG. 3
to FIG. 5 and in an image forming apparatus having other
configurations.

In the above-described driving control method according
to the third exemplary embodiment may be realized as a
program including an algorithm executable in a computer,
and the program may be stored in a non-transitory computer
readable medium and provided therein.

FIG. 29 is a flowchart illustrating a driving control method
according to an exemplary embodiment of the present general
inventive concept.

An operation of determining whether to perform an opera-
tion of the image forming apparatus 100 will be explained
hereinafter. Firstly, a state of each function unit is checked by
reading a memory which displays the state of each function
unit at predetermined time intervals using a program thereof.
Before the operation mode is converted to a power saving
mode, data used in each function unit is stored in a second
memory.

However, if the state of each function unit is read and
determined using the program, a processing time becomes
slow, and thus a printing command may be input in the pro-
cess of conversion. In this case, the image forming apparatus
100 needs to restore the information stored in the second
memory back in a first memory. Thus, a method to check the
state of the function unit rapidly using hardware is required,
which will be explained below with reference to FIG. 29.

Referring to FIG. 29, an operation state of the image form-
ing apparatus 100 is set to a normal mode at operation S2910.
In the normal mode, the operation state of the function unit
120 is stored in the state analyzing unit 190 by a flag bit unit.
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In this case, if an operation is not performed for a prede-
termined time period, the image forming apparatus 100 may
determine whether it is necessary to convert the operation
mode to a power saving mode at operation S2920. The image
forming apparatus 100 may determine whether it is necessary
to convert the operation mode to a power saving mode using
the store flag bit as an interrupt.

If it is determined that the operation mode should be con-
verted to a power saving mode at operation S2920-Y, the state
of'the function unit may be checked and at the same time, the
state information of the function unit may be stored at opera-
tion S2930. The state analyzing unit 190 may provide a flag
bit to the first CPU 210 and at the same time, the state infor-
mation of the function unit 120 may be stored in the second
memory 140.

Subsequently, whether there is an additional job request is
determined at operation S2950, that is, whether there is a job
performance command in the process of conversion is deter-
mined. [fthere is no additional request, the operation mode of
the image forming apparatus 100 may be converted to a power
saving mode at operation S2960.

In the driving control method according to the exemplary
embodiment, the first CPU performs an operation in the pro-
cess of converting the operation mode to a power saving
mode. In addition, the state of the function unit is managed
using separate hardware configuration, and thus conversion
to a power saving mode may be performed rapidly. The driv-
ing control method illustrated in FIG. 29 may be performed in
animage forming apparatus having the configurations of FIG.
2 to FIG. 5 and in an image forming apparatus having other
configurations.

In the above-described driving control method according
to the third exemplary embodiment may be realized as a
program including an algorithm executable in a computer,
and the program may be stored in a non-transitory computer
readable medium and provided therein.

FIG. 30 is a flowchart illustrating a driving control method
according to an exemplary embodiment of the present general
inventive concept.

Referring to FIG. 30, an operation state of an image form-
ing apparatus 100 is a power saving mode at operation S3010.

If a job performance command is input while the operation
state of the image forming apparatus 100 is a power saving
mode at operation S3020, authentication is performed as
explained above.

Subsequently, a register value to be restored is loaded at
operation S3030. When it takes time to perform authentica-
tion, a register value to be restored may be loaded before
conversion of an operation mode by the authentication in
order for fast restoration. That is, the first CPU 260 may not
initialize a function unit, but the state analyzing unit 190
initializes each function unit, for example, the function unit
120 of FIG. 3.

If it is determined that a job request is received form an
authenticated user or apparatus at operation S3040-Y, the
operation mode may be converted at operation S3050.

Inthe driving control method according to the fourth exem-
plary embodiment, a wake-up operation such as the operation
ofinitializing the function unit when a power saving mode is
converted to a normal mode is performed using separate
hardware configuration, that is, the state analyzing unit.
Accordingly, conversion may be performed rapidly. The driv-
ing control method illustrated in FIG. 30 may be performed in
animage forming apparatus having the configurations of FIG.
2 to FIG. 5 and in an image forming apparatus having other
configurations.
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The present general inventive concept can also be embod-
ied as computer-readable codes on a computer-readable
medium. The computer-readable medium can include a com-
puter-readable recording medium and a computer-readable
transmission medium. The computer-readable recording
medium is any data storage device that can store data as a
program which can be thereafter read by a computer system.
Examples of the computer-readable recording medium
include read-only memory (ROM), random-access memory
(RAM), CD-ROMSs, magnetic tapes, floppy disks, and optical
data storage devices. The computer-readable recording
medium can also be distributed over network coupled com-
puter systems so that the computer-readable code is stored
and executed in a distributed fashion. The computer-readable
transmission medium can transmit carrier waves or signals
(e.g., wired or wireless data transmission through the Inter-
net). Also, functional programs, codes, and code segments to
accomplish the present general inventive concept can be eas-
ily construed by programmers skilled in the art to which the
present general inventive concept pertain.

Although a few embodiments of the present general inven-
tive concept have been shown and described, it will be appre-
ciated by those skilled in the art that changes may be made in
these embodiments without departing from the principles and
spirit of the general inventive concept, the scope of which is
defined in the appended claims and their equivalents.

What is claimed is:

1. An image forming apparatus having a plurality of opera-
tion modes, comprising:

a communication interface unit to communicate with an

external apparatus;

a controller to perform authentication of the external appa-
ratus while maintaining a power saving mode when a job
performance command is received from the external
apparatus when an operation mode of the image forming
apparatus is the power saving mode; and

a function unit to convert an operation mode of the image
forming apparatus according to the authentication result
and to perform a function corresponding to the job per-
formance command, wherein

the controller comprises:

a main CPU to control the function unit in a normal mode;
and

an auxiliary CPU to perform the authentication of the
external apparatus by comparing address information of
the external apparatus which has transmitted the job
performance command with pre-stored address infor-
mation of the external apparatus when the job perfor-
mance command is received from the external apparatus
in the power saving mode.

2. The apparatus as claimed in claim 1, wherein when the
operation mode is the power saving mode, the auxiliary CPU
converts an operation mode of the image forming apparatus
from the power saving mode to the normal mode according to
the authentication result.

3. The apparatus as claimed in claim 1, wherein the address
information s atleast one of an IP address and a MAC address
of' the external apparatus.

4. The apparatus as claimed in claim 1, wherein the auxil-
iary CPU determines whether a function corresponding to the
job performance command is executable based on the authen-
tication result, and converts the operation mode of the image
forming apparatus from the power saving mode to the normal
mode according to the determination result.

5. The apparatus as claimed in claim 4, wherein the auxil-
iary CPU controls the communication interface unit to notify
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the external apparatus which has transmitted the job perfor-
mance command of the authentication result and the deter-
mination result.

6. The apparatus as claimed in claim 1, further comprising:

a first memory to operate during the normal mode, and to

operate in a self-refresh mode or in a power cut-off mode
during the power saving mode; and
a second memory to store job data corresponding to the job
performance request during the power saving mode,

wherein the auxiliary CPU deletes the job data stored in the
second memory when the job performance command is
received from an unauthenticated external apparatus
based on the authentication result.

7. The apparatus as claimed in claim 1, further comprising:

a first memory to include a plurality of memory modules,

wherein the main CPU performs a control operation of the

function unit using only a portion of the memory mod-
ules from among the plurality of memory modules
according to the job performance command.

8. The apparatus as claimed in claim 7, wherein the main
CPU controls the first memory to operate a memory module
which is not used during a control operation in a self-refresh
mode or in a power cut-off mode.

9. The apparatus as claimed in claim 7, further comprising:

a state analyzing unit to analyze a state of the function unit

periodically during a normal mode and stores state infor-
mation of the function unit,

wherein the controller determines a time to convert the

operation mode of the image forming apparatus using
the state information stored in the state analyzing unit.

10. A driving control method of an image forming appara-
tus having a plurality of operation modes, the method com-
prising:

receiving a job performance command from an external

apparatus in a power saving mode;

performing authentication of the external apparatus while

maintaining the power saving mode;

when it is determined that a job performance command is

input from an unauthenticated external apparatus based
on the authentication result, maintaining an operation
mode of the image forming apparatus as the power sav-
ing mode;

controlling the image forming apparatus in a normal mode

with a main CPU; and

performing, with an auxiliary CPU, the authentication of

the external apparatus by comparing address informa-
tion of the external apparatus which has transmitted the
job performance command with pre-stored address
information of the external apparatus when the job per-
formance command is received from the external appa-
ratus in the power saving mode.

11. The method as claimed in claim 10, further comprising:

when itis determined that the job performance command is

input from an authenticated external apparatus based on
the authentication result, converting the operation mode
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of the image forming apparatus to the normal mode, and
performing a function corresponding to the job perfor-
mance command.

12. The method as claimed in claim 10, wherein the address
information s atleast one of an IP address and a MAC address
of' the external apparatus.

13. The method as claimed in claim 10, wherein the per-
forming the authentication comprises performing the authen-
tication by requesting the external apparatus which has trans-
mitted the job performance command to transmit user
information and comparing the user information received in
response to the request with pre-stored user information.

14. A non-transitory computer-readable medium to contain
computer-readable codes as a program to execute the method
of claim 10.

15. An image forming apparatus having a plurality of
operation modes, comprising:

a function unit having electrical and mechanical compo-

nents to perform an image forming function; and

a controller to receive a job performance command from an

external apparatus in a power save mode, to maintain the
power saving mode until authentication is performed on
at least one of the external apparatus or a user of the
external apparatus, and to change the operation mode of
the function unit to perform the image forming function
corresponding to the job performance command accord-
ing to the authentication result, the controller including
a main CPU to control the function unit in a normal
mode and an auxiliary CPU to perform the authentica-
tion by comparing address information of the external
apparatus which has transmitted the job performance
command with pre-stored address information of the
external apparatus when the job performance command
is received in the power save mode.

16. The image forming apparatus of claim 15, wherein the
function unit is in the power saving mode during the authen-
tication.

17. The apparatus as claimed in claim 1, wherein the aux-
iliary CPU cuts off power to the main CPU when the opera-
tion mode of the image forming apparatus is the power saving
mode.

18. The apparatus as claimed in claim 1, wherein the aux-
iliary CPU has lower resources and lower power consumption
than the main CPU.

19. The apparatus as claimed in claim 1, wherein the func-
tion unit is configured to perform a plurality of functions
corresponding to the job performance command and the func-
tion unit includes a plurality of components for performing
the plurality of functions, and

the controller provides power to only one or more of the

plurality of components of the function unit that are
identified by the job performance command when the
function unit converts the operation mode of the image
forming apparatus from the power saving mode to the
normal mode.



